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This document is to notify users of malfunctions observed in operations of the trusted secure IP lite (TSIP-Lite) module.

1. Note

Using the trusted secure IP lite (TSIP-Lite) module to handle CCM operations, or the injection or updating of a 256-bit

AES key may, depending on the timing, cause the following malfunctions on rare occasions.

(1) Malfunction in the CCM Operations
Certain blocks may not be successfully decrypted despite a pass having been received in the message authentication.
Specifically, this malfunction may occur when the following functions of the TSIP driver are used.
R _TSIP_Aes128CcmDecryptUpdate
R _TSIP_Aes256CcmDecryptUpdate

(2) Malfunction in the Injection or Updating of a 256-bit AES Key
Operation for the wrapping of an AES key may be faulty. This may lead to an error in the unwrapping of a key during

AES operations, or to the generation of a key that is not the same as the original key. Specifically, this malfunction may

occur when the following functions of the TSIP driver are used.
R TSIP_GenerateUpdateKeyRingKeyIndex
R TSIP_GenerateAes256KeyIndex
R TSIP_ UpdateAes256KeyIndex

2. Workaround

Use ver.1.20 or a later version of the TSIP driver to avoid these malfunctions.
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3.

Reference Documents

Group Manual Name Rev. Document Number
RX26T Group RX26T Group User’s Manual: Hardware Rev.1.10 RO1UH0979EJ0110
RX230 Group, RX230 Group, RX231 Group User's Manual: Hardware Rev.1.20 | RO1UHO0496EJ0120
RX231 Group

RX23W Group RX23W Group User’s Manual: Hardware Rev.1.10 RO1UH0823EJ0110
RX66T Group RX66T Group User’s Manual: Hardware Rev.1.30 RO1UHO0749EJ0130
RX72T Group RX72T Group User’'s Manual: Hardware Rev.1.10 RO1UHO0803EJ0110
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