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D 100_AZAE ~0x0100_A2EF
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Ox0100_AZ14~0x0100_AZIF
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(M 00_A204 ~0x0100_AZ0F
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0x0100_A13E~0x0100_A1TF

0x0100_A134—0x0100_A137

a0 100_A114~0x0100_A133

O 06 _A410 - Oo0400_A113
0011100_A104 ~0x0100_AT0F

04E100_A100~0x0100_A103

FHhE
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(BANKSEL_SEL)

FHwaE
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1.31 a—FI759y2anyyE—F
A— KISy anvyIE—RERETALSREEE, ATV avBEAEYIZHYEST, H7I2F7T &
512, Ta7ILE—FRERL R4S DUALSEL [E 0x0100A110 IZH Y E£9,
DUALSEL LY R A&, O—F 73539 2al ) FE—FHTaT7ILE—FOEERLET, TS50
MCU®DBE., a— K759 aldV=ZF7E—RTY, A—7TUs—>avik, V=F/Ta7ILE—F
DEBENTEFET, WEDFSP T, COLPRAIEa VNS ILEEIZBSP]2 I TTONT 4 #ERT 5
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6.2.2 DUALSEL : Ta7ILE—FERL PR 4

address: 0x0100_A110
Bit position: N 30 29 28 27 26 25 24 23 22 21 20 19 18 7 16
Bit field: — — — — — — — — — — = = — = = —_
Value after resel: a—H -
Bit position: 15 14 13 12 1" 10 a2 B T B 5 4 3 2 1
Bit field: — — — = — — — — — — — — — BANKMD[2:0]
Value after resel: == EiE)
Evk Lun 1] RIW
2:0 BANKMD[2:0] IR E— FER R
000: TaFILE—F
111: Y=FE—F
Ot BEEE
31:3 — RAEERSIE., TO5SLLEENROET. FURES. 1 ELTEEL, R

EF1. FS5U8F. OXFFFF_FFFF TF. a—H—pFoFSLLECHEY ET.

BANKMD[2:0]Ew (/324 E— FRIR)

BANKMD[2:0]E w MME, a— F7 79 a2 AEVOFT a7 30 VHED /S 7 E— FEBRIRL 1,

X 8

O—KRI75v92aTaF7ILE—FLIRAE

]
RE
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1.3.2 #EEN/ N2 DEIR
Dty arIERA6MA & RAGBMS DEAICERENE T, /A9 0 TZ 29D RAMAE XD
RA6M5 MCU D TRINV S T, UTOLPREATEEINTLET,

6.2.5 BANKSEL, BANKSEL_SEC, BANKSEL_SEL : N7 Z#EIRL LA 42

Address: BANKSEL: 0x0100_A190
BANKSEL_SEC: Ox0100_AZ210
BANKSEL_SEL: 0x0100_A290

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: | — | — | — | — ‘ — ‘ — ‘ — ‘ — ‘ BLCKSWP[7:0] |
Value after resal: a—+HF—fREEiE)
Bit positon: 15 14 13 12 1 10 9 8 7 5 5 4 3 2 1 i
mis| — || [ [ -[-|-|-[-[-[-|-]-] owowea |
Value after resal: a—HF—REEiE
Ev bk v L 1 RIW
20 BANKSWP[2:0] AE—rTFuwTNRvo9UYEL RIW

FRBEIT1FILE—FTHUTYT.
000: FaFIIE—FTIL, Bank0 OFET FL AIF 0x0020_0000. Bank! OEAET K
LA 1% 0x0000_0000
111 FaPLE—FTIE. Bank0 OEIET F L Z[E 0x0000_0000. Bank1 MEIET F
L1 0x0020_0000

IO BREEE
15:3 — BRAERSE. JO05SLLEENESDET. B(RE. 1 ELT ESL. RIW
23:16 BLCKSWP[T:0] Jawuy A7y FRER RIW

2EY RELIOBETOVH ATy TERYTT. 1 DTLOICHEESHTVEE Y
ABdE, FOVH AT TREHT. - KIS vLaiTORETOvsHATw T
=hET.

31:24 — RARBERE, 7OV FLLEENROET. BBE. 1 LLTHESL, RIW

F1 TSUH L. OXFFFF_FFFF TF. A—H—AFoFSLL-@EIchy £7.

9 N\2Y 0BT KL R(T 7+ /L k 0x00000000)

X1 T7RAKEBEDHH BANKSEL_SEC LU RA B LU BANK_SEL LU R A EZEZHMAARETT,
BANKSEL_SEC LY R A&t F 2 7HFEFERAT. BANKSEL LY R A EEELF 2 7THREERTY,

BANKSEL_SEL (¥, BANKSEL & BANKSEL SECD EL DR EZERAT M EFIELFET,
BANKSEL_SEL A% OXFFFFFFF8 Mi54& . BANKSEL MR EMNFEA S NET, BANKSEL SEL A%
OxFFFFFFFF D154, BANKSEL_SEC MEREMNEA SN ES . Non-Trust Zone A—RD Flat 7Aooz 7 +
MDIZBA . BANKSEL_SEL [ BANKSEL SEC LY RADxET HE Y FEEIRLET,

133 NO9RIyT
TaTILE—FEFIZNUY 01 ELL TEET HMIE. Uty FEED BANKSWPROIZKYRESHh, T
RS LEREICTYIT—LTEET,

0x002F_FFFF 0xD02F_FFFF

7801 190

0x0020_0000 0x0020_0000

w/".‘-\—/
—

0x000F_FFFF 0x000F_FFFF
140 FANIT S
0x0000_0000 0x0000_0000
BANKSEL.BANKSWP[2:0] Ek:111b BANKSEL.BANKSWP[2:0] £} :000b

X 10 FEEINVBEIRBIAM/AA FOOA—KI7Ty L1 AEY ZHRELE-ELDIES)

R11AN0570JJ0100 Rev.1.00 Page 13 of 63



RenesasRA 77 3!) MCUboot & 7S5y aTaFILNUs EFEBELEERA6EFXFAFTI7—LYTITF7T7YyITT—F

N DERIE, FSPAPI ZNMLTTAT S LETHICERETEE T, BANKSEL L2 X4 M BANKSWP
Ev kI, ZFFU5—2a LRIV TEETEFT, FSP 759y a RSANE, COF7IVaVvERSIC
9571812 R_FLASH_HP_BankSwap() API ZiZ#tLFJ ., Z®D API[E. FSP MCUboot E¥ a—ILh© B
FHMISFUOHEEINAET, NIV EZX. ROV Y FEICEHIZHRY ET,

134 a—F275vPaavyRE

RA6M4A S LU RABMS [, O— RIS Y a2 R ERRIARITISYIAAE)DT—2DHAH LM
CRETHODEFX1) TAHEEZELELTVET, COEF1) T HEZEETILIORZE. 77
VIVEREAEVIZHYET, RRTEICTEY., O— RISy Y arAEYEFEZITAHGEEREL O —BME
ZIEKAICIRETEHENTEET,

—BMICO—RIS9 P aDTAYIREEZTSLISREE, AT avEEATIICHYET,

address:

BPS: 0x0100_A1CO, 0x0100_A1C4, 0x0100_A1CB
BPS_SEC: 0x0100_A240, 0x0100_AZ244, 0x0100_A248
BPS_SEL: 0x0100_A2CO0, 0x0100_A2C4, 0x0100_A2C8

Bit position: 31

Bit feld:

Value after resat: 2 —HF—FREEE)

E1. T35, OXFFFF_FFFF TF. A—H—AFad ALy £7.

11 a—F275vy2a7By Y —FBREBRERELIORA

X1 THAEEDHNBPS SECLUREBXIUBPS SEL LU RAAZEEHZARETY, BPS_SEC L
CAAFEF A THEERT,. BPSLYOR A FELXF 1 7HEERATT, BAINSRTEEIXBPS SEL L
CRAAORIGE Y FOFRFEMBICK>TREY E9, BPS_SEL (X, BPS & BPS_SEC D E L 5 DERTE A
TENEHIEL EFI ., BPS_SEL H* OXFFFFFFF8 MiH& (L. BPS DEREMNMERA S NET, BPS_SEL A
OXFFFFFFFF M5 & (&, BPS_SEC OFREMNER SN ET . Non-Trust Zone A—XD Flat 7O2 ¥ +D

55 . PBSP_SEL [EBSP_SEC LY X ADxET HEY FEEIRLET, BPSEKLUBPS_SEC LR 4
. A—RITYPAAERYANDEZTAHALBEEETEYICLES, LYREZDEY MM OIZERESNATLSD
FE. MET5TAVINDEEAHELBEITEMSTT,

INENDLTRAIE. I87THBLUKSBEIZRT LS. RAOAV I A Fa1L—42TBSP JA/NT 4 ZBE
FTAREIZE-THRETEET,

KAICA—RIZvya0TAY I REEFTOILIDREEF, #TLavEEAEIIZHYET,

Address:. PBPS: (x0100_A1EQ, Ox0100_A1E4, 0x0100_A1ES
PBPS_SEC: 0x0100_AZ260, 0x0100_A264, 0x0100_AZ68

Bit position: 31

Bi field:

Value after resel: - —FREEE)

E1 FSU9%E. OXFFFFFFFF TF. 1—4—705 5L L-@EIZHY T,

12 23— F273v2a7AvYkAREEELORA

X1 T7EHAEEDHH PBPS _SEC & PBPS SEL LU RAEZEEMZARETY, PBPS_SEC LY R A (X
X1 T7HAKERT. PBPSL PR AEFELFa7HEERTY, EHIN-EEMEE. PBPS_SEL LY
AEDHAGTHEY FOBRTIEIZL > TRESN., PBPS_SEL (X, BPS £1-[X BPS SECEZEZ#EAT %
MESIHLZEFIELFET, PBPS_SEL A OXFFFFFFF8 M54 . PBPS MR EMFEHA SN FEF, PBPS_SEL A
OXFFFFFFFF M54 . PBPS_SEC MFREMNMEA TN FET ., Non-Trust Zone R—XD Flat 7O - FDi5
A. PBSP_SEL [ PBSP_SEC LR A DHIGT HEY FEFEIRLET, PBPSH LU PBPS_SEC LT R
AlE. A—RITFTYVAAFTYANDEZTAHLBEETEYICLET, COLPRIDEY AN OIZEESH
TWABE., T 2TV INDEEAALBEEIIESTT,

NHEDLSAEDERTEIZ. HI8OBLUR NIRRT LS, RAOVY I XaL—4TBSP JO/F 4
FREITBDEICE-TRIHTEET,
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2. OA—F2759vaTaT7ILl/N>Y#EEE MCUboot DERAEDEE

MCUboot &, runtime.io [Z & > TR S 1= Apache Mynewt 7— kO—4h 53 LE L=, MCUboot
[FZD#%. 2018 £ 11 AIZ JuulLabs IT& Y BUREFE L1z, MCUboot @ github )RS k1) (&, &I
JuulLabs A5 mcu-tools github project IZF{TE& N E L1z, 2020 £, MCUboot [FA—T >V —X7aS
4 k& L T Linaro Community Project D& FIZ#& EnE L 1=,

2.1 MCUboot DH}E

MCUboot [%. EBENED 77— LTI FDEEGEF T v I ET7— LI T TDEFITALAD T 7—L™
IT7YYEZO—EMRELET, HILWLWAA—2a3 oD IT7—LAL9zT7EAo0O0—R3 5 L,
MCUboot DEFENTT, BE. FILWLWAA—=2a3 oD I77—Loz7DA200—KIE, 7FU5—v 3y
ooy FERICEREShDHETT, CO7TVyr—ardadz o bE, 7TUy— 3070 Y
T A5 XModem 70 FaLZFERALTHLWA A—CFS D0 O— RT3 2FRELTVET,

HENE & VEH D MCUboot DHEEEIX, RO TAERIZHWVET,

CPUM Yty kI BERENDE, T FERWBLET. BEFTHLSICHEESN=EAVT YT T
AERVITA A=W HEEHEE, T—bO—FFROTIVavEERTLET,

1. T—rE—5EtEHoF VA A—=DFBEELET,

2. BRBELCEITHE. T—bO—HIHEREINET YT T—FHERICEDVWTHLWWA A—DEEHLE
T, FSP THHR— FEINTWEIEHAEK., LEE, X7y J, Direct XIP TT,

3. TJ—hrO—FHLNA A—DFEEILET,

CZT. BhUAYTTIAERVEEICH LA A=A WNGEES, J—bA—FE T4V T TS
_/ﬂ/énLnIEL/ 70747'J’f)‘ /%téﬂbi—d—

77”}’7 VH/O)HL.DE'I nL.nIEd)jj_/ft MCUboot €1§FH LTHLDEE%‘T?Téb\EEQE—Ggia—O Eﬁ.‘?\
SECEAREEG7ZILT Y XLIX, RSAEEIFECDSATY, 77—L I 74 *A—TlF, /vy 2 (SHA-
256)E T U AINEBRBDRIEICK > TR SNET, TOAIILERORIIICFERSINSARBIE. T—+O—
FICHARAL I L, WERKICMCUICEZAA, RBEITEHILHTEFES, COT7TUr—>3r7nd
T MIEENTWAHITIE. 2RARET—bO—FTHARAENTVET,

MCUboot IZ[FEH&Y—ILD imgtool .py NEFNTWET, CDY—ILIE. IL—FF—DERK. F—
BB, BLXUN—232a v bO0—LEFEALEAA—CDBERENRYT—DIEDzHDH—EREIZH# L
F9, INODFEEEZFEAS L UVERET SIZIE, MCUboot D FFa A2 FESRELTZELY,

22 O—K275v9y>aTa7I)LE— KTO MCUboot DERA.

FSP (X, £E&EZ, X7 v 7. LU Direct XIP (execute-in-place) EFHFE— RKEHR— L TWLET, 75
v 21T aT7ILE—RTIX, Direct XIPE—FDHNYR—rEShFET, J—rA—4FZELVATLTO
—RI72592aTa7ILE—FEERTSIARIE. U232 221 THREASN TS K S5(Z, MCUboot
Ca—)LIZREINTVWEREHEEICMAT, HILWAA—CORIBEFD U O—RFEHFLWA A—DAD L
YUERGUYVEZTY,

2.2.1 DirectXIP 727 —LYz7EHE— FOFEH

JZF7E—FDO—KI75vaTDirectXIPE— FZEFERTIIEE. 70714 THA A=y k&
T7—LITT7DEFLEICUYEBEDLYET, COBEHAEEFERT 56, 22007 7—L Iz T7#EH
FTEIAA—DEERT IDRENHYET, 12[ET534TURAY AT EEMSEITEINDELSICUY
JEN. E5—AFEAUFIRAY PHALRERITEINDKLSIZ) U ShET, Direct XIP [& FSP v3.6.0 H
HHR—rERTWET,
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o KFT
o FINHT— 3 A rA—PDLEEZTOXBATELR-O., EHBHNERINET,
TJxAILE—ThOERETICTEASHY £,

.
. EDTT—LYITAA—SELYUA— FTBRERHINELHNT B0, TTUr—L 3

SOLARLAERIELET

o BELShEA A—SRYR— FREATT,

MOFEHE— FOBEEFAEIZDONTIEL. R11AN0497 £ LITF® MCUbhoot SREtOR—TCESHBLTKL
k=1 AN

https://github.com/mcu-tools/mcuboot/blob/master/docs/design.md

FaATFILE—FOO—KIS5yaTDirect XIP E— KZFATBZEE., TS5ATNAA—EvwhoS
DA A—=COEAN) Vo En, TSATYROY FAEYBEEMNGEITENET, BH. 75vyaTa
7 JLE— KT RA6M4 5 & U RA6M5 MCU #{Efd 51546, TRED FSPv3.6 THHR— SN TWLWSHDIE.
Non-Trust Zone R—AMD Flat 7 A9 FOHAFTY,

Direct XIP E— FDHBE. MCUboot I TE 5 L— RFDIFLENYR—FESNTWWAZ EITEFELTL S
S, 759 aTaTILE—REFEATLEE. BEHAA—CON—Ua VB BEFREDTSA4T A A
—CEYEBLTILELHY ET,

222 TaTINUIBELUMCUboot ZFEALI-AEEBHOME

K13 IZRT &£IIC. 75 vaTaFILE—K®DOFESP MCUboot € a—JLIZIE., TEIN>S & AN
VODEAIZT—rO—FNBETY, &5I2, T—rO—FETTVF—2a3 04 A—CDAEYEIY Y
TIIE—THILELAHY ET,

Upper Bank

Application Upper
Bank
Bootloader Upper
Bank
Application Lower
Bank
Bootloader Lower
Bank

Lower Bank

K13 7592 aTaF7ILE—FEUYMCUboot ERBEDAEYT—XTIF %
23 TJ—hrO—5FDHRFHETSATITITVT— 3 DME

T—hrO—%3EBE. BRUICEZRAHFTEHTIAYT IV r—avE—RITRFHEShFET, UTIE.
TJ—bA—5ETSARVT TV =23 v aRFATHHOO—MRMWLEHA FS40TY,

o J—hO—HZEREKEL. T—bO—FETTVT—2 3 VITRELEMCUAEY Y Y—IXDEY HTER
HLFEF, 7—rO—4FDAEYFEREE. T—rO—FDOAEVFEREEF. 7IUTr— 320 A—
COEHE—KF., BLDEH, T3ARVAA—CERIETHINESH. BLVERTHEBIESAT
IVIZE>TEEEZITETS,

o RMCEZFAHATETZARIYT IV I—2avEREL, AEVEREZRHELT. T—+E—45D
AEYEYETEHRLTESHZHEEL., REICINCTHRELTLLESL,

o AA—TRIEHLVWAA—CEHFRE—FOBANL, T—FO—FOBHZEZRELEFT ., ThITE
Y, FT—bA—F700z ) FTHAEVEIYETOERN ARSI LAEEEAHY FT,

o TN — a3 A *r—=DICEBRALET, LYY FIE, <bootloader project>\Debug\>bootloader
project>.bld Z 7 A LI hEhET., 7T U7—2 324 A—T (& Build Variable ZERA L T, Z®.bld
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T7ANWIZTFTOERTEET, DEV—ILIFELaT Y FZFRALT7Z IV 5—TavIZEL L. MCU
289 2oO— K3 53=60NN4MF ) IT7A4ILEERLET,
o J—rO—HFEFRVDTSAT)TT)r— 305 FAMLET,

EROHARSAUIE A7 TV =230/ —bDIA—V AN—EI 23 VITRESATLET,
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3. EDHUTLTOC Y FOFERICETSHA K1Y

RA6_Secure_Bootloader_DualBank.zip #f8&L. A7 JUsr—av/ —r0Ho7)L70odx
2 EBREALET,

» example_projects_with_bootloader

~

||||_

=AY

» RAB Secure_Bootloader DualBank app_primary_uart

s - app_primary_usb

e app_secondary_uart
example_projects_with_bootloader app_secondary_usb
example_projects_without_bootlcader — ra_mecuboot_raém4_dualbank

» example_projects_without_bootloader

~

|||l

= E

app_primary_uart

app_primary_ush

14 FEOY>ILionozy b

3.1 J—rO—4AZFEALETOD Y

example_projects_with_bootloader 7+ LFIZ(X, 75y aTaTILN\U OB iEEYR— T
27—bO0—%5E, COTAHNFIZEFNEZT—rO—FZ2FATIELSIEBREINEHFLLVLTZ TUS5—2
IVAA—TEEDUO—FTBHODBEF ¥y RILELTUSB =X UART 2ERT B9 TILT7 T
=3 UNEFENTUVET, MCUboot ED 2 —)LZFERLEBREFE > I—HIE, 723> 8IT%# >
T, ShoYrINTOPy FE2EEETTEET,

e ra_mcuboot_raém4_dualbank: 7T a7 J)LE— K& Direct XIPEFHE— FEEMTHT—+O—4T
E

e app_primary_usb:USBVCOMBHTHLWTZ TV r—2 30 A—CF5F00A— R 5128,
XModem #ZRELTWSTFA4IYT7T Y r—2 32 TT, FreeRTOS[E2 DDA Ly FEFRIN,
12DALY FAEK-RABMAD 3 DD LED RS E., £ 5—ADAL Y FEFHLWTFTUr— a3y
A A—=DFEWHFTLTEDA—FLET,

e app_secondary_usb:app_primary usb &E CHEEERE LA F YT TYSr—3 20T &F
LIEDLED DA ERBIEET,

e app_primary uart:UARTRBHEHTHLWTZ TNy —2 304 A—=CFFH00—R3 5108,
XModem ZEZELTWSTZ34<T Y7 T 7r—2 32 TT, FreeRTOS[E2 DDA Ly FEFEREN,
12DALY FANEK-RABMA D 3 DD LED ZRiEE. L5—ADAL Y FEFHLWTFZTUr—r a3y
A A=DEHITLTHADA—FLET,

e app_secondary_uart:app_primary_uart LR CHBEEERELF-EHF )T T r—2 3T,
BFELRDLED DA ZRBSEET,

32 J—trO—4SZ#FERALENWTOC Y M

example_projects_without_bootloader 7 # LA (X, €935 >T, A—HAT—+
A—4702x) bEFERTAHLSICEBRTESRZ VK70 OB TLTOD Y FREFEFRTLE
T 279 aTaFILE—FAAEMNTHEWNES., ChoD7FUsyr—30700 29 FIFELLETS
NIV EISEELTLESL, Thid, #BOA A= 00a—5F—)L—F UNH LA A —P DB
Z RABMA D ERNDVIZHBEBRELTVNSHTY,
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e app_primary_usb:\example_projects_with_bootloader\app_primary_usb & & CHEETT
N, T—rO—4FTEETEILSICERESNATOEVALNERLZY FET,

e app_primary_uart:\example_projects_with_bootloader\app_primary uart & [E CH##EET
IH., T—rO—STEET AL SICERESNTOWLRVENRLGY FT,

TJ—rO—S%2FHTAEOIC. A A—2DFHoO—REEZEL, 22 ar5->THADTTY
F—arrovzzy bEFERTAIELTEET,
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4, A— K759y aTa7ZILE—FKRZFERLE-7—rO—4270229 MERK
ZDtH a2 TlE. MCUboot & RA6M4 A Non-Trust Zone E— K TEMELTWB IS5y aTa7FIiL

E—FEERALE-T—rO—47029 FOERFIEIZCDOWVTHBLES,

41 J—rO—&4702 14 FZMCUboOt EY a—ILEHARAED

UTOFIETTI—+tO—4702cY FOERZERIEL. MCUboot EL 2 —IILETRT Y MZHAA
HET,

1. e?studio ZEEL. C/C++T BTy FOFRIERERMIBLET, [T 7 4 JL] > [#3F] > [C/C++
Project]Z2 ') v LEY,

& ra_jpn - ¢ studio
TrAIF) | BEIE) FEF-RN) #F(A) TOUIZHP) RenesasViews TR} 94¥FE5W)  AJLT(H)

Alt+2TR+N > Renesas C/C++ Project > |v | B
S e o) (TS S T
0 AN Y AT NS TOIII MERL.. £ FOYIIMR).. I

15 #FHEIOT v Rk
2. [Renesas RA] > [Renesas RA C/C++ Project]ZBIRL F T, [RN]ZI Vv I LFET,

& =5 v+ FOUIOk O X
48 e JOZ O MOTIIL—|
All Renesas RA C/C++ Project
CMake == Create an executable or static library (/C++ project
Make for Renesas RA.
@ =20 [ x> || #Te Fovtl

16 Renesas RA C/C++ Project 1#iR

3. ROEM@E T[Project name]lZ ra_mcuboot_raém4_dualbank ZAAL. [RAN]ZV VYO LET,
4. ROE@E C[Board] T[EK-RA6M4A|ZEFEIR L., [RN]ZV UV I LET,

Board: EK-RABM4 ~

Device: RTFAEMAAF3CFB

17 R— FER
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5. [Build Artifact] G[Executable]&. [No RTOS]|Z&IRLET, [RNEV UV I LET,

8} Renesas RA ©/C++ Project O X

Renesas RA C/C++ Project

Build Artifact and RTOS Selection

Build Artifact Selection RTOS Selection

(®) Executable No RTOS ~

* Project builds to an executable file

() Static Library
* Project builds to a static library file
(O Executable Using an RA Static Library

* Project builds to an executable file
* Project uses an existing RA static library project

@ <Ea@ I e ]| ETE SVl

18 Build Executable & No RTOS iR
6. ROEM®ET. [Project Template] C[Bare Metal - Minimal]Z®#iRL. T2V Vv L T¥ATR

JhEERLET,

|® a | Bare Metal - Minimal I
, Bare rmetal F3P project that includes B3P, This project will initialize clocks, pins, stacks, and the C runtime emvironment,

19 Project Template :#1R
7. UTFTORYyTF7yvIRRREINZE, [N\—ARI T4 TERAIZEI VI LET,

8 sEment-AnrTTE8E 53 %

Y  FSP Configuration K-AR0T1JeBEETH?

O =2linEEEERT 3R

(- 2RI 74T EB(Q) DN

20 FSP Configuration /8—Z R4 T 4 T RFER

hT7olzy pHMER SR, J—bO0—4700 ) FOERELIRTEINET,
8. [Pins]Z J#:&IR L. [RA6M4 EK]D[Generate datalDF = vV E#5 LET,

Select Pin Configuration _§ﬂ Export to CSV file 7| Configure Pin Driver Warnings

HRAEI\M EK I v| Manage configurations... @enerate data: | g_bsp_pin_cfg

21 RA6M4 EK Pin Configuration Generate data JE#E1R

TILE Ty 2 A = 1 —T[Select Pin Configuration] #[RA6M4 EK]/H 5 [R7FA6M4AF3CFB.pincfg](Zt] Y &
Z. [Generate data]l®F = v ¥ & AN T[g_bsp_pin_cfg]E AA L TL &Ly, T— AO—4 (X RA6M4
EKaAY 74 FXaL—2 a3V THRESNEZRDLERYTIIILPGPIO EVEFER LAV O, TIZTIE
BEINER) T INEDOBNDPLENCOBREERTHZLITEELTLEEL, ThiTkY,
J—trO—4700z ) bOARYFERELSVEHIBIAETS,

Select Pin Configuration _{ﬂ Export to CSV file  [Z-| Cenfigure Pin Driver Warnings
R7FAGMAAFICFB.pincfg v | Manage configurations... nerate data: | g_bsp_pin_cfg

22 g_bsp_pin_cfg &R

R11AN0570JJ0100 Rev.1.00 Page 21 of 63




RenesasRA 77 3!) MCUboot & 7S5y aTaFILNUs EFEBELEERA6EFXFAFTI7—LYTITF7T7YyITT—F

9. FOvzy rAiMERENAEDS, RAQOY T4 X1 L—42M[Stacks]Z TE#2 v LET ., [New Stack]
> [Bootloader] > [MCUboot]ZEM L ¥,

4| Mew Stack >

Analog
Artificial Intelligence
Audio

4+ MCUboot
4 MCUboot Image Utilities

Bootloader

CapTouch

Connectivity ke HITH]
'y T YT Y

non w [ ‘ P LT

woow e e o

23 MCUboot Port &0

10. RIZ. [MCUboot]@[Genera| FA/NRT 4 #HRELFET ., ROFIETIAV T4 FaL—FDIF— %R
LTWEFT,
[MCUboot] & ¥ 2 —/LMDi5E . [Upgrade Mode] % [Direct XIP]IZ. [Number of Images Per Application] %
[LIZEEELET .

& g ioport I/O Port ¢ MCUboot
(rioport)
® (i)
<
15P | Clocks | Pins | Interrupts | Event Links | @ Stacks| Components
AN-F759%- |3 7085 - X e
piliva iE
v Commen
~ Geperal
Custom mcuboot_config.h
Upgrade Mode Direct XIP

Validate Primary Image Enabled
Downgrade Preventicn (Cverwrite Only) Disabled
Number of Images Per Application 1

K 24 MCUboot €L a1—I/L—fi§s%F
LIFIZ, BFEINA3KETONTFAIZDO20VTHBELET,

e Custom mcuboot_configh : 77 # JL b® mcuboot_config.h 77 A JLIZIX, 2—FARADIV T4 ¥
L—4Hmo#EIR LI MCUboot EDV a—ILDBRENEENTVET, COTFAILDARRELN—=D3 Y
4R L T. MCUboot CHIFHMREAEBMD T — FO— A #EEE KRBT H5EMNTEET,

e UpgradeMode : COTANRT A 7TV r—2a 04 A—=SDF7 v T I L—RAEEREEELET,
FARTEELA T2 3 »(&, Overwrite Only, Overwrite Only Fast, Swap. & & U Direct XIP T3, 75
9 aTaTILNUIEETIL, Direct XIP DAY HR—LEIhFET,

e Validate Primary Image : E$IZ¥ 5 &, T—rO—4(F, MCUboot Ry I FUIN—R—Z2ADHY=F
AFITVIICMAT, BIRLEBIEAZEIZHE L TNAY DA HIEBLORBRII2ETLET, EDDIS
A. MCUboot R YT FUN—AR—ADYZFAF T VI DHNETENET,

e Number of Images Per Application : Z® 7 0/8F 4 TlX, Non-Trust Zone R—ZXDF7 F)r— 3>
[SIE1DDA A—=D %, TrustZone A—RADT TN 75— a3 VICE 22D A—DEERTEHIENT
TFET, COTANTAIFLICEELET,

e Downgrade Prevention (Overwrite Only) : 2O 7R/\F ¢ [&, Overwrite 2k 37 v TS L—FE—F
[COHFBRAEINET, COTANRTAHAFEYNDHZE. N—2PavBEBOEVHLL I 7—LV T T7IE
BEOT7 IV s—avELEEE LERA,

Direct XIP E— KDIBE. MCUboot I TH IS L— KN R—FESNTWARI EITEFELTLES
We 7592 aTa7ILE—RZERATIEE. BHAA—CPEBEDTSIATVA A=K Y EFLVN—
CaVvBESICTEIRLELAHY ET,

R11AN0570JJ0100 Rev.1.00 Page 22 of 63




RenesasRA 77 3!) MCUboot & 7S5y aTaFILNUs EFEBELEERA6EFXFAFTI7—LYTITF7T7YyITT—F

42 A EVEREZRIAAEDHRTE
MCUboot EL a—ILDEZA T 320,759 alAT79 2B ELES, EK-RA6MA Tlk, 3—F

7599 aTaTFILE—FDTIAINRAEYEITRIOEY TT, COTIAILEAEYTY T(F, T—F
O—5 ORI THEALET,

Dual Bank mode  Linear mode

address address
OISicerters 0x100A100 0x100A100
Secondary App (linked for 0x20000)

Bank1 — 0x220000 0xA0000
MCUboot (linked for Ox0)

0x200000 0x80000

Primary App (linked for 0x20000)

Bank0 — 0x20000 0x20000

MCUboot (linked for 0x0)
0x0 0x0

MCUboot Dual Bank layout for 1 MB Memary

X 25 MCUboot TaFILNVO AEYTy T

AVITA4XaL—2DBEEAMND, Flash LA 7 b TONRT A IIR 25 (ZRTAEY Ty TEFIZT—HHL
TWaE®H, ERTHIDLEEIHY EFEA,

HAL/Common Stacks

¢ g_ioport 1/O Port i MCUboot
(r_ioport)

@ (i)

<
7 | BSP | Clocks | Pins | Interrupts | Event Links | € Stacks| Components

@ 2V-k-739%- | O FoiF- x

Jot
pillva iE
v Common
General
~ Signing and Encryption Options
TrustZone
Signature Type ECDSA P-256
Boot Record
Custom --confirm
Pythen python
Encryption Scheme Encryption Disabled
v Flash Layout
TrustZone
Bootloader Flash Area Size (Bytes) 020000
Image 1 Header Size (Bytes) 0200
Image 1 Flash Area Size (Bytes) 020000
Scratch Flash Area Size (Bytes) 0x0

K26 FlashLA 7o rEBREA T a5

?dll‘:l
it
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LUTFIZ, BESNDEETONTAIZOVWTERALET,

e Bootloader Flash Area : RA6M4 O— K275 v ¥ 1 D&\/INEEY A XH 0x8000 THA1=H., 7—+0O
—SRAICEIYATON=T 5y L aB8EDY 1 X(F0x8000 £HA L LET .

e Image 1 Header Size : 77U 7r—2 3 A A=Ay FA—RAICFHINTVSEI—FITSvTaDHA
ATY, RABMA IZRE SN TWSEIYRAADEICTIEL T, VIORT 54 A2 FORINEREH-TVHE
BHYFET, RAMADIFE. TRTDEIYRAAZYR—FTBICIE. SO TA/NT 1 [E&x/ 0x200 TEE
ETOIDENHYFET,

e Image 1Flash AreaSize : Ay H—¢L bL—F—FELT7TVT—23 04 A=D1 DY A4 RXTT,
RABM4A DFZE, COYAXEIA— R Iy aDRNEEY A XTHS 0x8000 RN Y IZT HMEHLH
Y%7,

e Scratch Flash AreaSize : 2O 7O/ T 41, RITYTE—FIZOAMBETY, ZOTONRTaIE, 7
SS9 aATaATINYY T—rO—FOHRFIZIIFERINFELA,

e Signature Type : BEBE7I TV RXLEERLET, BREIRODESYTT,

e None: BE&RIAZYR—FLTLWERWIT—rO—FIZIE, SOF T3V ZRIRLET,

* ECDSAP-256: COJ— hA—FFEHITIE, COA T avEERLET,

e RSA 2048 & RSA 3072 :
MCUboot 9T 57 T 7r—a A A—TIE. MCUboot TENMET B L SERLTAMLENHY E
FTo CHICITRER., 1 A—2D L—F—IZ/vy 2 & MCUboot EIEDEHREFEMT DLEMN
HYUYET,

e Custom: ZOT—+rO—FDFHEIZIE. TIAILED--confiim ZFERALET, FHLLA A—DADL]
UBZTEBICHERIN., TOERDOVRTLEY FRIZHILVWA A—UDEEISNET, Direct XIP &
BALEAA—CDETIF. COFSPYY—RN—2 30 TRYKR—FERTOEEA,

43 MbedTLSEEEERE S 1—ILETSYLa RSAI\DERTE
LTOFIEIZH ST, MbedTLS EDa—ILE TSV a RFSANDBREFITVET,
1. [Add Crypto Stack]Z#&% ') v % L. [MbedTLS (Crypto Only)| €L 2 —I/LDEMEERLET,

4 TinyCrypt (S/W Only)

g MCUboot
€)
A

| I
E;b MCUboot Port for RA (rm_mcuboot_port) 4 MCUboot logg
@ @

'y

I | |
4| Add Crypto Stack % Add Requires Flash % Add External Memory
Implementation
New > 4 MCUboot Custom Crypto (Protected Mode)

4|_| £ 4 | MbedTLS (Crypto Only) |

27 MbedTLSEEEEREY 1 —/LEIR
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2. [Add Requires Flash]##& % ') w4 L. [Flash (r_flash_hp)]R & v o DEMZEERLFT,

| |

A |
[ I

=+j Add Requires Flash %" Add External Memory

Implementation
(nﬂ\ﬁlnn-\l‘

New > 4 Flash (r_flash_hp)
e e ——— |

28 TJS5wia RS54 /%EM

3. RIZ. [Code Flash Programming] % [Enabled]IZ5%%E L £ 9 , [Data Flash Programming]f’ 7 — kB —4
THERASIATLELDT, T—rO—4D AT EREZHE ST -&HI(Z[Data Flash Programming] %
[Disabled]IZE&E L £ T,

g_flash0 Flash (r_flash_hp)

Settings JoiF E

APl Info | ¥ Common
Parameter Checking Default (BSP)
Code Flash Programming Enable Enabled
Data Flash Programming Enable Disabled

v Module g_flasho Flash (r_flash_hp)
MName g_flash0
I Data Flash Background Operation Disabled I

Callback NULL
Flash Ready Interrupt Pricrity Disabled
Flash Error Interrupt Pricrity Disabled

29 759 a RSANETE
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MCUboot £ 75y aTaFINU Y #FERALERA X127 I 7—Loz 77y IT—F

4. MCUboot Port for RA (rm_mcuboot_port)® 7O > 7 MZft>T, RO TANRT A 2R/ELET,

<

BSP |Clucks | Pins | Interrupts | Event Linksl L] Stacks] Components

B AN T35

3 (Crypto Only)

palive
w General

P5SA_CRYPTO_SECURE
MBECTLS_DEPRECATED WARNING
MBECTLS_DEPRECATED_REMOVED
MBEDTLS_CHECK_RETURN_WARNING
MBEDTLS_ERROR_STRERROR_DUMMY
MBECTLS_MEMORY_DEBUG
MBECTLS_MEMORY_BACKTRACE
MBEDTLS_PSA_CRYPTO_CLIENT
MBECTLS_PSA_CRYPTO_SPM
MBECTLS SELF TEST

{E

Undefine
Undefine
Define

Undefine
Define

Undefine
Undefine
Undefine
Undefine
Undefine

I MBEDTLS THREADING_ALT

Undefine I

MBEDTLS_THREADING_PTHREAD Undefine
MBEDTLS_USE_PSA_CRYPTO Undefine
MBEDTLS_VERSIOM_FEATURES Define
MBEDTLS,_ERROR_C Define

| MBEDTLS_MEMORY_BUFFER_ALLOC_C Define |
MBEDTLS_PSA_CRYPTO_C Define
MBEDTLS PSA CRYPTO SE C Undefine

| MBEDTLS_THREADING_C Undefine
MBEDTLS_TIMING_C Undefine
MBEDTLS_VERSION_C Define
MBEDTLS_MEMORY_ALIGN_MULTIPLE Undefine

B 30 MbedTLS (Crypto Only)E ¥ 12— /L%
5. RSAZEMICLT., *EUFEHREZHHLES,

<

b AY-1-T501 -
(Crypto Only)
JonFe &
w Public Key Cryptography (PKC)
> DHM
» ECC
v
MBEDTLS_PK_RSA_ALT_SUPPORT Undefine
MBEDTLS_RSA_NO_CRT Define
MBEDTLS_RSA_C Undefine

31 RSA &%)
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6. BEAE—KFITEDWT, 7= bO—FIZL>THEASNEIRFI I EE—TE#HRELET,
MbedTLS (Crypto Only)EP a—)Lh oD TRV T MIfE->T, [BSPIZA ThBR A2y EE—THA X
EEELET,

e e —— e g ———

v Common
Main stack size (bytes) Ox 1000

Heap size (bytes) 0400

K32 BSPRA YU ELE—THEAEHRTE
7. Yoo arEF—Eoa—)LEEMLET,

L I

g 5. Add [Optional] Add &Y Add ASN.1 parser if
Example Keys using TinyCrypt or
Custom Crypto

W+ MCUboot Exarnple Keys (NOT FOR PRODUCTION])

E33 oo Fdssavd—Eoa1—)LEM
8. [BSP]% 7 T[Dual Bank Mode]#[Enabled]lZ L %3,

il Clocks | Pins | Interrupts | Event Links | Stacks | Components
@ AV-h- 307 e [
M4

JostFe &
RTFAGMAAFICFB

~ RABM4

series 5
v RABM4 Family

Security

OF50 register settings

OF51 register settings

Bleck Protection Settings (BPS)

Permanent Block Protection Settings (PBPS)

Clocks
- Line Size 32 Bytes
[oual Bank Mode Enabled |
Wiain Oscillator Wait Time 8163 cycles

B34 73viaTa7ILE—FEME
4.4 T—bka—KFDENM
Configruation.xml #{£7F L. [Generate Project Content]Z% 'J v % LE ¥, XIZ. [Developer

Assistance] > [HAL/Common] > [MCUboot] > [Quick Setup]Z &R L. [Call Quick Setup]Z 7— kB —4 70O
Uxs bdhal_entry.c D—F LIRSy LTEMLET,

hal_entry QB8O EBEICUTOBEKTEUE LZEMLET,
mcuboot_quick setup();
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45 J—hrO—47JOCzHo FrOaNAIL
RAO Y74 X2 L—% T, [Generate Project Content]Z2 ) v L7R Y bEaVNRAILLET,

'Invoking: GNU Arm Cross Create Flash Image'
arm-none-eabi-objcopy -0 srec "ra_mcuboot_raém4_dualbank.elf” “ra_mcuboot_raém4_dualbank.srec”
'Invoking: GNU Arm Cross Print Size'
arm-none-eabi-size --format=berkeley "ra_mcuboot_ra6m4_dualbank.elf"
text data bss dec hex filename
60376 e 6356 66732 1084ac ra_mcuboot_raém4_dualbank.elf
‘Finished building: ra_mcuboot_ra6m4_dualbank.srec’
'Finished building: ra_mcuboot_ra6md_dualbank.siz'

©1:12:01 Build Finished. @ errors, 19@ warnings. (tock 57s.212ms)

35 J—kBO—4% ra_mcuboot_raém4_dualbank 3 > /%A JL
Y—KN—TF 43— FIZT—=UFDHYET,
4.6 Python R Y —ILDIREBEEE

FIVr—23 04 *A—CANDELIE, MCUboot ITEENZ A A—CEZY—)L Imgtool .py ALY
T. e2studio DEI FEDRATYTTITIZENTEET, COY—IIE, FIVr— 34 A—=DIZE
£ D=2 e?studio DRR FEJL FY—)LE LTHESINTWET, Python R 1) T L EERY—ILZE(E
BT 50O TTIERENMERIX, 923V 0FTRXTYTTEET,

Python R ) T hZBR&Y—ILZHNHTHERAT HHE. XV ) T BT H-OICRBELRIKEFEEREA
VA R=LTBEBENRHYET, [FRAPH b - TH R TFO—F—]Tra_mcuboot_raém4_dualbank] > [ra]
> [mcu-tools] > [MCUboot] 7 A LFIZHEEIL. &2 ) v ¥ L T[Command Prompt]#:E R LFET, Chitk
Y /XX AH\mcu-tools\MCUboot T+ LFIZRESNFI=IAT U FI 4 U FONRKRRENET,

v T_,-§ r:_rlncu_boot_raﬁmxi_dualbank [Debug] ;;:\b;;)’j[n'
= A=
) Includes FRD4UFITELUN)
vigre ETAEW) Alt+UTRaW >
= arm

(= board B (] Ctrl+C

& fsp - BEUHHP) Ctrl+V
" -

% BIERD) sk
2 ra_gen YA e
2 src FEEN(V)...

(&= Debug ZEEEE(M)... F2
S B AV
5% configuration.xml &y IFAR-HO)..
: ZT_FC’;‘:E:ABCFB'P'“CFQ FOTIHOENKE) Ctri+B
|%| ra_mcuboot_raémd_dualbank Debug, - EH(F) F5
(7 Developer Assistance AYFI7 N
ENE-5-Fuh >
Uy-RE: >
F-LiE) b
FEETERA) >
O-ANEENSETT(Y)...
@ C/C++ Project Settings Ctrl+Alt+P
Renesas C/C++ Project Settings »
7 C/C++ I-FRREST
(& System Explorer
I @ Command Prompt I
v| Validate

K36 avrR7Or7 HiEE

KEFEEREA DR M—ILT BHEINZ, ppZET VI T— L5 EeHEBHLES., UTOATU FEASD
LT. ppZE7 Yy TT—FLTLESELY,
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Python -m pip install —upgrade pip
RIZ, ARV EFI4 2RI T, UTFOITY FEAALTIANTO MCUboot {RkFHEHZEAN VX F—ILL
TLEEELY,

pip3 install —user -r scripts/requirements.txt

“hizkY, REGEKEBRRISRIIESA, 1 VA F—ILENFET,
B2V FOMHEE

J—tra—=aMavng)Lend s, 7IV5—23 04 A—DDBLAR Y FHABBMICERINE
¥, [FOCzH - THRTO—-5—]T,
ra_mcuboot_ra6m4_dualbank\debug\ra_mcuboot_raém4_dualbank.bld 7 7/ ILZHREFT, B
Z£aAv 2 KRIEEY Y3y <images> DFIZHY £,

FIVr—avA 2—=2F, [ELRE#HZERLT, bdZ704LICY 0o LET, 2OTOERIC
DWWTIE, 923 51 THLCHBALET, ZFUS—2 304 4A—212F, AT 7A4ILADT O+
RENHY., FTVr—avAar—oNavikqLand &, BLav Y FABEMIZETEINET,

<images>
<image path="§{BuildArtifactFileBaseName}.bin.signed">python § {workspace_loc - ra_mcu.boot_
0x20000 --max-sectors 4 --confirm --pad-header ${BuildArtifactFileName} ${BuildArtifaci

37 bld727/4)ILERLIATF

4.7 HREDER

HMEED=H, LAV ICO—KEhdT—rAO—4D.srec 774 ILEFERLET., hiF., T—
fO—4700z9 bDE=OHIZe2studio MDA RELEIN T —2BTEITSHIETERITTEET,

7TV —varFady MIlE, srec_cat.exe ZFEALTRY ) T EERTITENYFIT7
41 )L process_bootloader.bat "EFENTEHY. .srec 771 )L
ra_mcuboot_raém4_dualbank_offset.srec ZEHLET, CDT7AILIE. T—hbO—FDF Tt
YhETSYLA)ZTE—FOLBINVY T RLZR0x80000 TATEY FLET,

T VEREAERVEFINAIOERNH D=0, COTOERATEFIT—rO—5FELN 2954 X
0x80000 [CHIVUTHNET,

srec_cat Debug\ra_mcuboot_ra6m4_dualbank.srec -crop 0 0x80000 -offset 0x80000 -o
ra_mcuboot raém4_dualbank offset.srec

38 LERINUHADT—bo—420O— FA0E : process_bootloader.bat
LUTOFIBIZH T, R LET—+0—470C Y FOHRZLELT—FRELET,
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1. RA6_Secure_Bootloader Dualbank.zip #f&EL. AL I74ILFIZH B
\ra_mcuboot_ra6m4_dualbank\process_bootloader.bat & srec_cat.exe #/Em L =7 —
FO—E70Sz) bOIL—FITAHILFETICTAE—LTLEEL,

2. J—btO—=A7JOCzH bEEV YL, [TANTAZRE. [ELF-)IBEBLET, [FHEZEY
Yoo L, hRAZLELT—DERERIBELET,

ﬁ F01{F: ra_mcuboot_raémd_dualbank [m] x
EILS— [CRESR
Rk ROTOIIINOEL BRI D)
C/Css —22 [wh DDSC Builder
Mcu [mh COT EN7-
Renesas OF b AP ERE LT~
Task Tags [uh DDSC Bundle Builder
Validation
DUz0 k7= F -
JovIotb=E LAl
I IEE e

EATIIBE

@ EALELD Sl

39 ARBLEILST—T 2R —FHBER
3. ROE@ET[TATSLIZERL., OKZV Uy LET,

8 sy ToER O X

{EmF AE Y-S TOER(O:

©) §azadl

40 ELF—DEFEETOTSLELTER
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4. RIZ. [®&F]IZ Process Bootloader # AL, [T—V AR—XDSHZEV )y I LTELZT—D
[B4—2 3 V]I process_bootloader.bat 77 A ILEEIRLET, Flz. [T—IV AR—ZADSE]
EOVv LT, EETALY M)—1ZUTOKSICEEL. [ERIZVYYILET,

@ =moEs | X
EHER IO T108E Q
CILFR IO LESTT 3EREFRLET T-——_'L

EHI(M) |Pr0ce55 Bootloader I |
CHl = &= 0ri7yae)

O7—-332(L):

| ${workspace_loc:/ra_mcuboot_raémd_dualbank/process_bootloader.bat} I |

T-9AR-A0DEEPR)... | | T l-2ATLOEE(ED.. Z2(D...

{EET1L 5 FU-(D):
| ${workspace_loc:/ra_mcuboot_raémd_dualbank} I

J-G9AR-AOEE(K)... | | T VATLOEEM).. EH(B)...

AIZ(A):

EH(S)...
EAN-ARSUEIHEA=E5 B () TBATR.

WFTERRW | | HERELAKSIETW

©) ACAL

K41 HAHRZILELT—FHBTE
5. [OKIZ2Uvysy L, ROEETEBALTEALS1Z2) vy LET,

ﬁ F0/F1: ra_mecuboet_raémd_dualbank O >
FILE AT L ELY— B B
S ~ | zoTovmorolns-sEmRTsE: ;
CfC++ EJLE
C/C+ —i {41 urp DDSC Builder FR(N)...
MeL [wh CDT FIL-5— T
Renesas QE [ A - RIS~ A= HD.-
Task Tags lo1h DDSC Bundle Builder EE(D..
Validation iEl:'n:u:r:-:».:» Bootloader I
BE(R)
FOII b F=Fr-
JOVIOHEE w v
@ BELTALS £out)l

B42 HRBLELE—
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MCUboot £ 7594 aTaF7INC ) EFRALERA6 X227 I7—LY 77 v ITF—F

6. 7—rO—H7J0CzY bEBIVNASLL, T—bE—FTOSI Y bOL—b+ - TA4LI F)—D
TIZ ra_mcuboot_raém4_dualbank offset.srec AEf s ht=-C & ZHE:

£

ey

LFET,

wv =% ra_mcuboot_raém4_dualbank [Debug]

# 1T

B Includes

2 ra

[ ra_gen

& src

= Debug

(= ra_cfg

= script

“% configuration.xml
process_bootloader bat I
= RTFABMA4AFICFB.pincfg
5| ra_cfg.txt
I.E. ra_mcuboot_ra6md_dualbank_offset.srec I
H| ra_mcuboot_rabmd_dualbank Debug_Flat.launch

E. srec_cat.exe

(?) Developer Assistance

X 43

ARBLELT—IZLEHT—FA—FDEEILF

R11AN0570JJ0100 Rev.1.00
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5. 77)H5—307a0 20 FORTELESR

TJ—bO—SFERTEIRIDT TV r—2a VORREE, 7T r—avéJ—r0—4ZE5RIZH
RELUVTRAISHIENDBFEYET., T—FO—FEBHEFEO7 IV 7r—avTERLEY., J—F0O
— S EFERTEIHLWT IV =2 a Vv ERRT HICE. ROLSBHEDOFIRAHY FT .

o TS —1 3 b T—bO—SHAFATTREL MCU A EYBEIZRESLSIZT—FO—SFDAEYT
wITERAEBLET,

o J—rO—HSEFATRBLSICTINr—2 a3V EBRELET,

o 7TV —a A A—VIZERLLET,

o J—hrO—4SZEFERTZ7IVr—2 a3 EHRETHICE. @F. HFLLWFTUSb—arEx4FdHon0
— RT3 H -7 IV r—2 a3 vhETY, CO7TVr—3>7aP ) FTIE, USBA
VB ITI—REUARTA VA Jz—ADMAZFEALTHLW T TUyr— 304 00—F554
FERLTWET, 1 A—20F700—FAERIE. BEFOBEICEDETHRETAALTLV =
{OMN—HRTT,

51 J—rO—45%FERTHE-OHDOT7ITVSr—a0700) FOERE

A—HIlE, FSPA—H¥—XY=a7/LDFa— bt F7ILtY > 3> : Your First RA MCU Project - Blinky
- THLWITRD Y FEERTEET, A7 TV —2 30/ —hTlE, RO TNTOD Y
FERVOT TV r—arr7odzy FELTHERAL, 9230 THRLEZT—bO—4%2FEAT 5
KT, BTN TED ) FEBETHFIEEHALTLET,

OtV aVTHATHIFIEZMNOBREFEDOT7 T r—ar 7oy MZ@AL, 7—hrO—4%(E
RAT5&5127TVr—230700zc) FEBETEETHN, FENRETT, 7IVFy—3>70P
I FDYA REZEZEEBTDIRENHYET, JOT7 TV r—ao7adzy bTI—O—4%2FEATS
ZBE1&. [Image 1 Flash Area Size] 7A/NT 4« #EERET I2HLELHY ET,

\example_projects_without_bootloader 7+ /LA DTFIZHZIBHDOT TUr—3>7adH
bE, TJ—rO—FZERLIEZT—YRAR=RIZA VR—FLET, HIZIE BHOIT7—LozT7T7v 7
T—rF RN USBDBE. 7—Y AR—X([Zapp_primary_usb #4 Vi R—rLET,

ZDEILIAVOETIE, USBA VB D —ANFEHINTWET, UARTA V2 7z —RDEAFIE
[X. USBDERAFIEEREETY,

(R Y b THORTO—5—T7ITVy— 307020 T+ LA —app_primary_usb #H
UL, [TANTA]ZERLET, [CIC++EI R]>[EIL FEH|ZERL. [BMEI Uy I LTE
#4]IZ BootloaderDataFile # AAL. [TRTCOERIZERAZF v I LET, [214 TZE[T71IL]
IZEEL, 7—rE—4702 1Y bk ra_mcuboot_raém4_dualbank @ bld 77 € JLAD/XREASL
F7,
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o ${workspace_loc:ra_mcuboot_ra6m4_dualbank}/Debug/ra_mcuboot_raém4_dualbank.bl
d Z[E]ICERE L T2 LY,

(25 || BILREX SRR
-2
v CC++ EILE
Yo L F LAY TFA5— Configuration: |Debug [PZ747] ~| | EEDER..
FILFEE
RES
BiE - - )
B EH i) iE 210...
C/C++ —f%
MCU
Renesas QF @ BllEs

‘jﬁj'b';a_“” Els ~osricas
0T F 547 [ T74 ~
2511 ] )

JOII7hER iE: | 5m4_|:|ualbank};’DebuI;Ir‘ra_mcuboot_raﬁ|'r‘.4_dua|bank.bld I FB

UIFIF T EE

ET/TIIEE
(12274
Build Variz g external builder
configural (AR}, internal builder
may use tl

=

ERL

: Fovbl | E
@ [EmvtEvY | | Fevbl

44 T—tO—5HADEII FEHERTE
[OKIZZ ) vs L. ROBEETHER]. [ERALTHLCZDIEIZY Y vyY LET,
52 7Y —3 04 r—~ADEL

MCUboot EZPa—I)LDER E. BED[TOANTA1ZEBRIZT—+O—4TO0Pz Y FEBELFT S
5&. B LIz.bld 774 I)LEWY AL T-HIZEE[Generate Project Content] #3179 2 EMNHY F
E

Direct XIP E— FZFERATHIGE. K7 TV r—2a EN—2 3 VB EEFERTEET, Chid, BB
ZH MCUBOOT_IMAGE_VERSION 2E&%9 5 & TREREINFE T,

ELORIAZEYR—rTEH5T7T)7r—> 30 TlE, BIOREEH MCUBOOT_IMAGE_SIGNING_KEY %
FRALTERBERETACENTEET, EERIAZTHLLEVGEER. RIELEHK
MCUBOOT_IMAGE_SIGNING_KEY #5% %3 2 EIEHY T A,

7O< x4 kapp_primary_usb Q[FO/NRT 4 |R—CEME. BE|THEERMESI Y v LT,
MCUBOOT_IMAGE_VERSION Z5%E L% d,
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RenesasRA 77 2 1)

MCUboot £ 7594 aTaF7INC ) EFRALERA6 X227 I7—LY 77 v ITF—F

& o= 0 ®
miE Cr- §
yy-2
v C/C++ EILE
Yo LFTAY TS Configuration: | Debug [F7747] v BEDEER..
EILFEE
0% /7
EETIRETH BT
/O — 2 & =E =R
MU CWD Cr¥lsers¥70521465¥e2_studio¥RA_jpn¥ra_mcuboot_ra6md_dualbank¥Debug EIE- 23T L
Renesas QF GCC_VERSION — EVFE VAT L
HEEH X P,
Task Tags PATH bi-10.3-2021.10%¥bi...  EILF-2ATL
Validation PWD £ MCUBOOT_\MAGE_VERS\ONI EIbE- 2 AT
:lbﬁf . TCINSTALL = i | N bi-10.2-2021,10% EILE AT L
FOYz7hFF e TC_VERSION & Lo FILE- Y274
JovIorER Ik A ToEsisam
UIrasUIRE
@ FATATREATHEEN
O #MFIIBEFEENEEL ik
7741 bOETT(T) BEWL)
@ BEALTELS Froutll
= > S s B
45 FTUYFr—3vnN—I3 UERE
BRI, #TLULVESE LT MCUBOOT_IMAGE_SIGNING_KEY #EMLET,
a8 - 0 X
£ SR
uy-2
v = EILE
YL FTA S TF5- Configuration: | Debug [F7717] V| | BROEE..
FllEE#
ox /7
BETIREIN 0.
EE |
C/C+s —FR Y x E =R,
Mcu awo £3:)| MCUBOGT_IMAGE_SIGNING_KEY EVF- 2271, -
Renesas QF GCC_VERSION _ EILE- Y2574 RE
Tack Tags MCUBOOT IMAGE VEl & | LU Alks
Validation PATH [Tk rzoEmiszm |e-eabi-10.3-2021.10%bi...  EILF-YRAFL =
:JL?—F PWD EILF-vAFh E=ER
7531;*"*:"’ TCINSTALL Sovtl, | le-eabi-i03-202100¢  EILE-YAFA
JOsTah S8 TC_VERSION ElF- VAT
YIS TRE
=AFNTEE
® =1 T TRENTHEEM
ORMFIEREERESNERLER
7 I OETTIT) AL
@ BALTELS Foell

X 46 MEEBLHEETE
TIVTr—3 VA A—DDEBBRIZERSNAWERIZ. BEAOATYURFTRRINDIILITEELTLE
Y,
/ra/mcu-tools/MCUboot/root-ec-p256.pem [FH LTI T— rO—F THEAINATWET, CDE
TR MAREATY, EEOI—R—APHGEIZEVTIE. 2 —HFIXEEOMERICLRTERLLT
nIERY FLA,

47 1%, LEDHKREDHERTY . (EALTHLSZV Y v I LET,
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Q F0J{F: ra_mcuboot_raém4_dualbank m} x
w5 G g
Uy-2
v CfC++ EILF
Y JLFTA Y TFA5— Configuration: | Debug [F75747] V|| EEROEER..
ENFEE
I i ‘iJ:f
| = SETIREEH E7..
C/C++ —# EH 1 B3 =5
MCU CwD C:¥lsers¥70521465%e2_studio¥RA_jpn¥ra_mcuboot_raémd_dualbank¥Debug EIE- AT L
Renesas QF GCC VFRSION 1031 ENF-vATh RE-
Task Tags MCUBOOT_IMAGE SIG...  ${workspace_loc:ra_mcuboot_raém4_dualbank}/ra/mcu-tools/MCUboot/root-ec-p256.pem -
Velidation EMCUBOOT.IMAGE V 0. 2
:”’?’h PATH C:¥Renesas¥RA¥eZstudiD_v2021-D4_fsp_v3‘1.D-¥toc>lchains¥gcc_arm¥gcc-arrr\-nc>ne-eabi-10‘3-‘021.1D¥bi”. E=Ek
)fl:lz,:l;l*'?;?t'* PWD C:¥lsers¥70521465%e2_studio¥RA_jpn¥ra_mcuboot_raémd_dualbank¥Debug
I)fl:l‘,;lzl':.ég..-;-ﬁ TCINSTALL C:¥Renesas¥RA¥e2studio_v2021-04_fsp_v2. 1.0¥toolchains¥gcc_arm¥gcc-arm-none-eabi-10.3-2021.10%¥ EILR- 2R L
i.j,if.” o= TC_VERSION 10.3.1,20210824 ENE-2ATL
ET/FIIEE
@ T IREATHEEN
O TIRBEEEINLERLER
774N HDETD AL
(‘2} | BRALTEL? Fotll

47 7TV T—23 04 A—=DONRN—U a3 vBEBRUVEARETE

BEZHENEF IS0 TADS Y FZBaAVNRAILTEDES(IZTBICIE. [ELFRIORTY F]
FZEMLT, LTFIZRT LSz elF 774 EFEICHIBL, 7FUyr—Sa3o7aszy bAEIZEOY
NANEINBESICTHEHHRLET,

(740525 | | =&
-2
w CiC++ FILE
U L F LA TF15— Configuration: | Debug [FP9717]
FlFEZ
o¥uy
B2 . B W—)LEEE B Toolchain S EE 2Ty T FILEsEm
C/C++ _'ﬁ EILFsnATy T
MCU YUk
Renesas OF I|de| ${ProjMame}.elf I
Task Tags ——
S0 /ZRER:
Validation /RS
£5- |

i BT, L S S

48 EJFRIaT Y RERE
DR T, 1—¥I(&[Generate Project Content]Z# 2 ) vy L. iLLEkEShiz7TUsr— 3270
x4 b%Ea2/84 )L LT \Debug\app_primary usb.bin.signed WEREINEZ EZHRETEET,
53 HHMIED#E(H

HWED=-DIZ, BEFAT TIr—avA A—JI2H D srec T7MIVEERT IUNENHY £
T, CD.srec 77L&, RI25I2EDNT, T4V TF7TVr—2 a3 DA T KL R 0x20000 (27
T —avEAF 7y FLTLET,

srec_cat Debug\app_primary_usb._bin.signed -binary -offset 0x20000 -o
app_primary_usb_singed_offset.srec

49 app_primary_usb_signed_offset.srec ¥Rk

a2 A7 ERBDOFIEICHST, HRAFZLELS—%EBML, TS3A4<UYT7T)Vr— 300y
/Q’f/lxbig-o
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1. £9. \example_projects_with_bootloader\app_primary_usb\srec_cat.exe &
process_signed_binary_primary.bat % app_primary_usb 7AY Y rDJL—FIZaE—L
FI,

2. RITEI AV ATITHSTHLWELT—|EERLET, RELEZLDOIEIES0DESIZHEYFET,

& sa0Es O ®
EREE T/ OBE o
RIS LEERT SRREARLET

%Ef[ﬂ):lprocess Signed Binary Primary I |
5 Bl TP

O7—3Y(Ly

I ${workspace_loc:/app_primary_usb/process_signed_binary_primary.bat} I |

D-9AR-ZA0ZE(P)... | | Tr - VATLOSE(E)... EH(0...

1F=7L 7 H-(D):

|| ${workspace_loc:/app_primary_usb} I |

U-GZ’Q-XUJ%E’%EE)-.. TP 22T LDZE(M)... EH(B)...

3| #(A)

EH(S).
I AR-AEEUEIRA=S51BRE (') TRA T,

ITVFTERTW | | IERELERBLET W HERY

@ oK fovtll

B50 F54RUTTUTr—YavhRELELT—&E
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3. [Generate Project Content] ##% ') w4 L. app_primary_usb 7AY Y FZ3 A ILLET,

app_primary_usb_signed _offset.srec A\ app_primary usb 7Oz rDIL— FIZERESH
TWBHI LZMHRLET,

v T_,-_—‘f- app_primary_usk

W -

i Includes

2 ra

2 ra_gen

B src

= Debug

(= ra_cfg

(= script

=| app_primary_usb_signed_offset.srec I
= app_primary_usb.elfjlink

\X| app_primary_usb.elf.launch

*iE':f configuration.xmil
process_signed_binary_primary. bat
R7FAEM4AF3CFB.pincfg

ra_cfg.tet

srec_cat.exe
(7) Developer Assistance

B51 BEAMETIAINVAA—SDTZ4T)ROY bADFTTEY
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6. TI3ARNT TV r—2avDREEEFH LA A—S~ADEH

TFIVE—avERHTBEOICIE, TSAIVTITVE—=avcA A=Y on0—4%#FRET 5
DERHYET, Flzo A A—DFO0O—FOMEETRA LT BEHI2, HILWA A—DFEFET INLE
NHYET,

6.1 ThUFUAA=-DDEE

7Oz rTIE, TSARVT7ITUS— 300890 0— R EETRA T 2EHIZTEAUEY
A A=UHERENFET, FLWLWTF TS —Sa vk, BEDT7ZIVSr—2avE2EET 50, HRICT S
Jhr—2ao7alz ) bEERT B EICE>THERTEET . FRICFTIVyr—3>Todz o b %
T 2BEF. 93 012> TT—rO—EADY VY ZHITIHNELAHY ET., £, FHIC
EEnt=7T7U5—>307aCz o bME, HILWP TUS—S a3 v ad LERINU Y128 00— KT %A
EERETILENDHYET,

COF7TUr—arrooz ) bTR ROOT IV r—a0T7aP Y FERLT—I AR—X|(C
AVR—rL, HILWITOD ) FOARZEEL, BELGEEEZITVET,

(R b - THORTO—5—DEAHEREHY ) v Y LT[A R—FZ#RL. [Rename & Import
Existing C/C++ Project into Workspace]Z:E&R L £ 3,

& -+ o X
Rename and Import and Existing C/C++ Project into the workspace E 4 E |

A Uai—b- 4T -FDER(S) :
(710527 |

v (= —fi "

|_CMSIS Pack
r% Rename & Import Existi an,.-'C++ Project into Workspacel
& Reneas Web 4 b EDH Y T)L-TOVIOH
1% Renesas CATBKOR (CS+) FOVII+
1@ Renesas CC-R¥/CC-RL (CS+) JOUIOH
& 71477741
L TP AT
0 FANI-EEETF-nTEE0TOUII
& EETOVIIFET-TAR-AN

Cl &=
= UG+
(= Oomph
(= Tracing
o, MM A
@ <E3(E ETIE Fovtl

52 RUIDT7 TV r—avmArik—F

M1 2R—=F24 2 FIAEWN=5, FAS 1Y &% app_secondary_usb &L, [JL—F T4 L7
F)—DBRFzvIZANT., [BEIZVIVYILET,
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& -+ O

X
LREF IO 1o >R -k 1
BEFO Eclipse JOYTI MEBRET 3TV MNI-EERLET.

o

JOuLy k&P Iapp_sec ondary_usb I |

FIA0r-23v0ER(D)

CH¥lsers¥70521465%e2_studio¥RA_jpn¥app_seco ZE(R)...

Create Directory for Project
7IAE
Import from:
@ -k FALIR-OBRD: v|E 2R,
Q7147 -T7A LDER(A: ZE(R)..
FOUTIHE):
AT 23y

[ Keep build configuration output folders

@ <E3(@) RAN) > =70 vl

53 EFR7 TV — 34
D—JAR—ZADMIT+IAESHBL. app_primary_usb #ERLET,

& -+ m| X
amEEE IO 1M >R—k o
BFD Eclipse TOVI bEEETITCLIM-EERLET. / .-"f

TOuTIbE(P): |app_seconda ry_usb |

F I 0-2avDERD)

C:¥a_dual_bank_boot¥FSP_v3.6¥Recreate3¥app_seco

Create Direct:

7l

ory for Project

Import from:

@ l—t-F1LIR-DFRT: |C¥a_dual_bank_boot¥FSP_v3.6¥Recreates + ZE(R...

QF-n47 - Tr LDER(A): SE(R...

TOUTINP):

app_primary_usb (C¥a_dual_bank_boot¥FSP_v3.6¥Recreate3¥app_primary_ush) I
ra_mcuboot_raémd_dualbank (C¥a_dual_bank_boot¥FSP_v3.6¥Recreated¥ra_mcuboot_raGmd.
£ >
AFvay
[]Keep build configuration output folders

@ <E3(B) RAN) > “T(H £ovt)l

54 BREDTSA4IVT7T)ir— 3 V&R
#TIEV2UvITHE HILLWT IV r—230Tody FBMERENET,
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o TZARNT TN r—avEAUR— BB [ELFEREREEZHINBEMICA VR—FSh
EX IR

e A RALEILHF—"Process Signed Binary Primary"t 4 i R— b ShFT, ¥ U—r@r7Odzy bIT
B5012F, A—HFEFEIDELFT—ERETIHR—rIT7AMILEEALF)TOAD LI EHOLFHT
HIBR 9 2ENHY FET,

o BEDXIPE—FEMELIZERY., TaAaTFILE—KRTEUA—RI YT URL
XIP_SECONDARY_SLOT_IMAGE [EREZTHAIDENHY FT., T4/ FTIE.
XIP_SECONDARY_SLOT_IMAGE (1) Y h—RX O ) TR URIVIZEE SN TLVELD T, Z ZTIE
LT IREFHY FHA

BEOT7 IV r—2avEHLWTZ IV r—2a VICEHTS

FI)r—Sa DEHFOTEELT, HEBDLED DA ERREIEBRLSICTIUSr—2 3 U 5HE
LET,

blinky thread_entry.c Da—RF#XRD&LSIZEELEY,

blinky_thread_entry B DL TD I — K %:
/* Update all board LEDs */
for (uint32_t i = 0; i < leds.led_count; i++)
{
/* Get pin to toggle */
uint32_t pin = leds.p_leds[i];

/* Write to this pin */
R_BSP_PinWrite((bsp_io_port_pin_t) pin, pin_level);
}
RDESICEELFT:
/* update the blue led */
R_BSP_PinWrite(leds.p_leds[0], pin_level);

/* update the green led */
R_BSP_PinWrite(leds.p_leds[1], pin_level);

55 LED HIHOES
BHLEY—R 774 IIL%EEEL. [Generate Project Content]Z4~ ) v - LT, HiLLWJOo x4 b%O
VISMILLET,
FHR7IVS—30700z ) bEERL, J—rO—5Z2EALTTN\YSTREEF. 423y
630t av6TDFIBTITVWET, JT—FO—4FTEHLIEAA—CETNYITREHE. BHL
A A—=CETSAR)TTIr—2a3 0 LTH/RS ENTEET,
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6.2 N—KYH9xz7Dty +rT7vT
BODT7 T Hr—>ar7avzy &L Tapp primary usb 2FRALT-1B4 -
e USB Micro-B 4 — 7L %{# A L T EK-RA6M4 M J10 (USB T/\ v 9 ZBAFE PC (R L. TRMHA &
FUoR—FTFNYHIZKDBTNYTEREEITVET,
e USB Micro-B 4 — 7L %# A L T EK-RA6M4 M J11 (USBFS)ZBF A PC [Z##t L. USB T/34 R#EkE
TWET,
BODT7 T Hr—ar7avzy bELTapp primary uart 2EAT 5154 -
e USB Micro-BH—TJIIL#EH L TEK-RA6M4 M J10 #BIFKA PCIZHEHE L. BREMKBEA VHR—FFN
YHIZEKBTNYTERGEITVET,
UART-USB ZH#i238D&KR 3D 3 DD E % EK-RA6MA IZHEHLET,

£3 UART A 2Tz —RIZKDESL

UART-USB Z #2158 RA6M4
RX P101 (TX)
TX P100 (RX)
GND GND

6.3 MCU DHE

MCUboot 75w aTaF7ILE—FTHEASINDEE. 3—FIS5YPaE—FEUZT7E—FTE
BTAIMLENHYET,. MCUDF TP I VEREATVDHREEEETDE. 3—FIZ 9P aE—FHY
ZT7E—FIZEESINFET,. MCUAEYELBRZHET I LEHELET, MCUIK, SETFELAETIHE
ETEZET, Renesas Device Partition Manager. Renesas Flash Programmer. F7z[d J-Flash Lite 75 & D
Y—FNR—TFT 4 Y—ILZERALT. MCUD ISV 1% BETHIENTEET,
6.3.1 Renesas Flash Programmer O {£

Renesas Flash Programmer (RFP)I&, ¥ RFP 702 ) MERBBFICTO S v aE—FEBRETHI L
NTEFET,

RFP THE&H T H01IZ. ARR—FOBRZANELET,

JIOUSB T/ J#2H T EK-RA6M4 % PCICEHKLET, RFP Z{£EIL. RFP 7O x5 FOFIRER
B LE T, [Z7ALN]>FHLWITOC Y b EEREV YO LET,

s Renesas Flash Programmer V311,00

[FrrmE | Aam
| HLnTosTorEfERN).. |
TOUTHEEO)...

®56 FHLWRFP 7O Y MMERK
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[RA42 0232 bO—J|DBREBEICERTH[V—IZEZRELFT, RIZ, ERIZVVVILES,

& L0 FovT e - x
703 10 R
2403 b0 -SiM >
FOT 1A REM: Inew_rfpproject I |
ERRIBARCE): |O:¥a_dua | bank_boot | ZHE(B)..
JBE

LT A2571-A0: |2 wire UBRT ~

UollEERRID).. &S QENER

R0 FlLC)

57 #FRTOT Y EE

BERICEYYT S E. A—HR[TAVIREIN-VERVTI— RISV V1DREEHRETHIENT
EFET,

RABMADO— K75y 2al)=7E—RDHE. [FJAVIEREIIR 8D &S ITRRINFET,

TrfIUF)  F-FubFRAAD  ALTH)

HE RPERE JOVERE 23piaAUvEy HEENE J--40-F -t

Region Start End Size  Select
RIFAEMAAFICFE
Caode Flash 1 000000000 0:000FFFFF 10M
Data Flash 1 008000000 0=08001FFF 8K
Config Area Dx01004100 O=010042FF g2

58 YZF7E—FDI75vPa
RABMA DA— K75y aflTaT7ILE—RFDHE, [TAOVIREIFEEODELS ITRTENET,

TrfIF)  F-T9bFHAAD  ALT(H)

Wi RREERE JO0IERE JS»vadTual EESE 22-00-F 14—

Region Start End Size  Select
RIFAGMAAFIGFE
Code Flagh 1 Q00000000 0=0007FFFF 812K
Code Flash 2 0=00200000 0=0027FFFF  B12 K
Data Flazh 1 Q=0@000000 0=0B001FFF 8K
Config Area Q01004100 0=0100A2FF 512

K59 TaFILE—FDISvyia
MCUMN ISy aTa7LE—FELERF ISV a)ZF7E—ROWTIATHoTH, [T/AN1 RAZHH
tg3]av Y FIREEEZET IV V1R EBETHENTEET, £f-. MCUDOI—FK TS v
AFYZTFTE—FIZRT ZENTEET,

I7AME | 9—5‘-y|~ﬂ(moa| AIT(H)

Ty }*{)E‘ TV AERDEFD) nee -
AEVESEHEHT(M)...

Fo¥zh ISR TYIVEEHET(P)

il EE=EEEn |
=1h0 DLME;SIT'"'

60 TN ROWMHALLITUR
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MCUMNO—FKI7592aTa7ZILE—FDHE. ROt L a VICEDHIZ, BT [T/ A EPDHLT
BIEFEALTYZT7E—FIZETLTLESL, UEBORERBAX. TNAZANI—FKIS5vyPa)=7
E—RFTHAZEFHNRELTWET, TNAADEICT—F ISy aTa7ILE—FRIZHE-2TWSHE
(X, LUIBEDREIIHEE L FE A,

TNA ZDPHEDENT DL B61DA v E—ONRT—F R4V FIICRRENET,

Device Unique ID: 4E4B297138004B53353636345611A026
Device Code: 11

Current =tate: 350

SECDBEG Key njection: No

HONSEGDBG Kev Injection: Mo

RMa Key Injection: Mo

Bt H AEEELET.

= L EATRR LE S,
BCEMBE LS L.

61 T /N REDEAERTH

6.3.2 SEGGER J-Flash Lite O A%

J-Flash Lite [, #—4 Y bV RTLD IS AEYICHFIO—RTBHIENTES, EHOL Y
TWVETZT74hLaA—H A28 T —RTI, J-Flash Lite (X, J-Link software & documentation pack %
AVAP=ILEIZ, A VA R=ILENBILNkY T FIzT7ELVRFa A MY —D0—8TY,

J-Flash Lite #fEH3 5121, USB T/3v J7/K— b J10 % PC [Z#&#: L. J-Flash Lite %28 L £,
[Device] & T/3w Jinterface] & BIEEEZBIRL T,

ﬂ SEGGER J-Flash Lite V7.56b — X
Device Interface

62 J-Flash Lite #2&f
[OKIZVUvY LET, ROEET. [Erase Chip]#ZEIRLFET,

R11AN0570JJ0100 Rev.1.00 Page 44 of 63



https://www.segger.com/downloads/jlink/

RenesasRA 77 3!) MCUboot & 7S5y aTaFILNUs EFEBELEERA6EFXFAFTI7—LYTITF7T7YyITT—F

ﬂ SEGGER J-Flash Lite \7.36b
File Help
Target

Device Interface Speed
[R7FaEManF | [swo

| [so0okez |

Data File (bin [ hex f mot [ srec { ...} Prog. addr. (bin file only)

I | 0x00000000 ==

Program Device

Log

Connecting to J-Link...
Connecting to target...
Erasing...

ERRCR: Could not erase chip
pone.

Connecting to J-Link...
Connecting to target...
Erasing...

pone.

Ready

63 J-Flash Lite [Z& 5 MCU 8%

Segger J-Flash Lite 7.56b LLBID/NN—2 3 VEFERAT SIS, T TICTa7ILE—FICE->TWSIGE
X, HEBRFEZ 2EETIIVRENHYFETOTITEFELLLZS L, COMEXLURE®D J-Flash Lite D/ A\—2
IUTEBESNDAEENHY ET,
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6.3.3 WAV RTNARN—T 423 03— vDERAE

Renesas Device Partition Manager DERICHT=>T. T TNy 5Tty 3 VR THRIZFHEAR— K EK-
RA6MA DERZEZANE L FJ, e?studio AT. [%17] > [Renesas Debug Tools] > [Renesas Device
Partition Manager]IZ#&1 L £9, #E#HAEE L TI-Link] &R L. [Action]h 5 [Initialize device back to
factory default] ;&R L £ 9

[Run]22 w99 5d&. MCUILHEESNFET,

&) Renesas Device Partition Manager O *

Action
Read current device information Change device lifecycle management state

Set TrustZone secure / non-secure boundaries nitialize device back to factory default

Target MCU connection:

Emulator Connection: Serial No ~

Serial No/IP Address: [ ]

Debugger supply voltage (V): |0
Baud rate: 9600
DLM state to change to: S5D - Secure Software Development

Memory partition sizes
[] Use Renesas Partition Data file

Bro
Code Flash Secure (KB) 256
Code Flash NSC (KB) ]
Data Flash Secure (KB) i}
SRAM Secure (KB) 256
SRAM NSC (KB) 0
Command line tool:
Bro
Display errorsin -~ : Japanese ~
Connecting...
Loading library : SUCCESSFUL!
Establishing connection : SUCCESSFUL!
Checking the device's TrustZone type @ SUCCESSFUL!
CONNECTED.

Initializing device and rolling back DLM state to S5D...
SUCCESSFUL!

Disconnecting...
DISCONMNECTED.

---------- SUMMARY OF RESULT----------
Connection : SUCCESSFUL!
Device initialization : SUCCESSFUL!

(?;' Import Export EAL3(0

64 Renesas Device Partition Manager [Z& 5 MCU jE &
6.4 ERINVIDT—rO—FDEZAH

FRINODT—bO—FEZRAEEAHTEET, MCU [ 0x0 FBthh 5 R1T2EFKRT S0 T, LA
NIDT—bO—FFEETAHEINT-,., RITSIhFFA. 2T, MCURYZ7E—FDFFIZHY
9, LA DT—+O—HF(L, RFP £1=I& J-Flash Lite Z2FH L TEEAATEET,
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MCUboot £ 7594 aTaF7INC ) EFRALERA6 X227 I7—LY 77 v ITF—F

6.41 RFPZRW=LEAINVIDT—O—FDEZAH
92306312 TMCUZEHEELIER, V230631126, FRERFP 7O Y FEREHL

T. [BRIILEY L3247 TER LT ra_mcuboot_raém4_dualbank _offset.srec #:#EIRL T

MCU [ZEZAL Z EMAIRETT,

s Renesas Flash Programmer V2,11.00 — X
TrME F-TbFIAAD ALT(H)
WRME ST JOofEE JFviadluary BEERE 1--00-F 21—

703 1A R

WIEDFOF O linear_moderpj
Z190TF0-3 RIFAGMAAFICFE

FOHILIFA N
|P_v3.5¥Recreat43¥ra_mcuboot_raEm4_|:IuaIbank¥ra_mcubnnt_raEm-i_dualbank_nffsetsrecl 08 (B)
GRC-32: 1668663E

I5wirabRE
i v ARG Oy AT

A= RS)

Renesas Flash Programmer W3.11.00 [1 Oct 2022]
03 R0 —-FLES, (G¥a_dual bank_boot¥linear_mode¥linear_mode rpj)

AT —RAC AT —THAIRG)

65 RFPIZ&BEANVY T—rO—HFEEEZAH

[RE—=MNZEIVVITERE. LN VDT FO—FITEZTAFENET,
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MCUboot £ 7594 aTaF7INC ) EFRALERA6 X227 I7—LY 77 v ITF—F

£ Renesas Flash Programmer ¥3.11.00
F-TabFI{AD)

B RERE JOURE J3vvaAtvas HEERE 1--J-F 1@

Ir{ B AT

F0¥Ih bR
WAEDF0Y ok
{00 -

linear_mode rpj
RYFAEMAAFICGFB

F083LTP

| F'_v3.ﬁ¥Recreate|¥ra_mcuboot_raBm-i_dua Ibank¥ra_mcuboot_raﬁm-i_dualbank_offsetsrecI 08 (B)
CRGC-32: 1668663E

=AM L E S,
EMBRIILE L.

AT —8Ar Atz = DA TC)

I 118 E
EE 2 EERG 2 AT
AR—NS) T
M

EEABRETLET.

[Code Flash 11 000080000 - 0xDO0BE2FF 4/ : B6A K

o BETLET,

[Code Flash 11 000080000 - 0xDO0BE2FF 4/ : B6A K

W

K66 RFPICKYIEEICEFAFENF-EANCY T—O—4

6.4.2 J-Flash Lite ZFWM=LHINV D T— FO—SFDEZFAH

923 63IC->TMCUZHEELER., 9232632, 6.4.1IZ% > T J-Flash Lite Z#2&1 L T.
[BEIMNStY L3 4.7 TER LT ra_mcuboot_raém4_dualbank _offset.srec &R L T MCU I

EZTALIENTEET,
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MCUboot £ 75y aTaFINU Y #FERALERA X127 I 7—Loz 77y IT—F

ﬂ SEGGER J-Flash Lite V7.56b — ot
File Help

Target

_Device Interface Speed

| RTFAGM4AF | [swD | | 4000 kHz

Data File (bin f hex [ mot fsrec [ ...) Prog. addr. (bin file only)
km4_dualbank_nFFset.srec| I - | | Ox0100A100 | Sais s

Program Device

Log

Selected file: C:\a_dual_bank_boot\FSP_v3.8\Recreate3'\ra_mcuboot_racmd dy

67 J-Flash Lite [Tk B LB/ H T— rO—FEEAH

[Program Device]# 42 ') w9 LT, LRINV I DT—+rO—FEEERAHLET,
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E E SEGGER J-Flash Lite V7.56b — o
. File Help
] Target
| Devie Interface Speed
| RIFAGM4AF | |swp | | 4000 kHz |
Data File (bin f hex [ mot fsrec[...) Prog. addr. (bin file only)
; 4 _dualbank_offset.srec |Uxﬂlﬂﬂ.ﬁ.mﬂ | Saezlil %
Program Device i
Log
j Selected file: C:\a_dual_bank_boot\FSP_v3.g\Recreate3dra_mcuboot_racms duy
Conecting to J-Link...
| fconnecting to target... |
1 Downloading. . .
Done.
2
g £ >
Ready
68 J-Flash Lite [k YIERICEERAFEN LAV T—bO—4
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6.5 TNvTEyIarORA
LUTOFIBEIZH-T., T\ Tty avzBBLETS,

1. TRYADEENS T Tv2aarvToYXxr vy aa BT S,
702z Mapp_primary_usblZH2 Y v o L, [T/AvT]>[T/\y T D). [Debugger]->[Debug
Tool Settings]IZ# &) L. [Allow caching of flash contents]|®F = vV &4 L TL Z& LY, CDEREZEITH
BhofiGA. 7—hrA—F7FUG5—2a DAEY D42 FOBERET /Ny T, BRoEHRAR
RENBBENHYFET,

O i SO

Debug hardware: | J-Link ARM  ~ | Target Device: | RTFAGMAAF

GDB Settings Connection Settings| 7/(27-Y-Il&BE

w 10
FIAI 10 TP L EEER [ v
10 F7 1 L& ${support_area_loc}
v —f
Foy0-F&IZUEy g3 [0 v
v AEU-
TITATY UM -T7747 v
~ il
I3y IOV EERT 3 [ v
Yiab-Y3aVEFHFTI g v
v Flash

Flash Bus Type
Flash Memory Type
WorkRam Start

‘WorkRam End
Erase on-chip program flash before download WA v
Erase on-chip data flash before download [A1A Y4 v
Use CFlI-Flash Wi v
CFl Start 0x0
CFl End 0x0
v Semihosting
Semihosting breakpoint address
~ RTOS
FITEa-[RTOSOAL Y FERERTES LR v
SHOALYFEERTITOVIIRETI IS WA v
v
| Allow caching of flash contents WA I v
v BT
J-IETOETEREHETD [ v
Count Every Core Cycle [F v

Operating Frequency [MHz]

69 7TviaarTrVFvyIaEY
2. A— R A=DEDURILO TANT 4 DEERE
[T/ T DR %R < : [app_primary_usb] > [T/3y J] > [T/3y J O#ERK]
[App_primary_usb] [Debug_Flat]p8IRE N TLND Z & ZHER L. [Startup]® T E&EIRLFT,
GEMZES Y YY LT, [7—9 AR—=X]%ER L T. [ra_mcuboot_rabm4_dualbank] 7B =9 ~ZF
g L. [Debug]Z # /LA H S[ra_mcuboot_raém4_dualbank.elff 7 7 1 ILZEIR L ET, [OK]ZV v L
EX I

& 7oy0-F-Ev2-)lm:E X

Hou0-F-Ea-JlBDEE:
| space_| oc:¥ra_mcuboot_ra5|T'.4_duaIbank¥Debun*£ra_mcuboot_raEm"-l_duaIbank.elf} I

TH ... FOITI DR .. —9ZAX ... TN 23T h

Frval

70 FTNAYSTEFEIZI—bO—4702H FEM
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[A—F 247 N0OELEI) I L, FAYTEIUAZ2—mB[PURILOAEERLT.
[app_primary_usb] 7YY hDTAYTS L - N4 F)—DA—FEAA THE[OURILDOHIZERBLE
ER

{A-Skum)lEo-F
T % O-F-547F ATk EgE
F095 414 F)- [app_primary_usb.elf] VIO Yes
ra_mcuboot_rabmd_dualbank.elf [C¥a_d.. | 4 X4-2k2umll 0 Yes

K71 77Usr—320700 9 o URILDHEHAIEIR
[T TNEI I LEST, TAVAHFK, T—rO—FDYtYy ANV RS—IZEEL TS Z EHHE
ETEFEY,

- T oy e T [
4 PBEBa434 SystemInit();
5
6 /* Call user application. */
7 epeaadia main();
2
o
] = while (1)
@ 1

/* Infinite Loop. */

@BeBad3e 1
.

72 7FVr— a3 vRTHSE
[BICCOREEFEATH]EERL, Ry ITT7 v ITHRRRENELHMMYEZEI ) v I LTIR—ARY
T4 TENYEBZES,

& -arrrdyEInES x

% This kind of launch is configured to open the T/{%7 perspective when it suspends.

0TI -1-ARITATE FTVT- 23007 (9 TEiH- M DL [CEE e T EY.
Zhicl. 79T 2599, B4 BEUTV-Tm( v MEBERTE sha-HEdRagh T
9.

Switch to this perspective?

73 N—RARYT4TYYEZ

6.6 FTSARVTITUS—3rvpForo—k

COBRTIE, 7—rA—5DA A—D0HNT Ty alldo o B—REINTWET, RIC, [Z7M)L
DO— KRR VEFRALTT T r—23 o4 A=V 85 oA—FLET, e? studio V—IJL/A—D L&
DETFTAavEY )Y L, BAMNEA A—I\Debug\app_primary_usb.bin.signed file 771 JL
ZERLET,

b-ww-miEeicisos s-isin-
c

= O |&=FEH % (9% JL-JMdvt By FO0FIF-TII3T &L= o
~

E=E:Ii i) &

K74 J74)L0—F

R11AN0570JJ0100 Rev.1.00 Page 52 of 63



RenesasRA 77 3!) MCUboot & 7S5y aTaFILNUs EFEBELEERA6EFXFAFTI7—LYTITF7T7YyITT—F

INAF)—- A A=, LTA—FTB]EFvY L. B 26 D[Bootloader Flash Area Size]& 77— b O—
F702x bMERT AV A RZETNT, ZRLRERELFT, RI75ITRT L3120 T34 UA
A—T% 0x20000 [T oO—RLET, OKHLTA A—CHESFHoO—FLET,

e X

IrAVen—F93
O-FF 377 LEERLTEL

T4 s |$-:workspace_lou::¥app_primar}f_u5b¥Debu ¥app_primary_usb.bin.signed} w | =928 =-2... | T4 AT .

[E) 70— 1x-veLTo-F33
7FL 2| ox00020000 |

vl

K75 7I)Hr—o304r—C8H00—-K7 FLAHRTE
6.7 TS3ARIVTTVr— 3 niEs
BEEP sy LTIy FEEFLET,

JO045 5 ALK, T—hrO—4% main BH® hal_entryQFEUHE L T—BEILELTWS I EAERETEE
TO

/* generated main source file - de not edit */
#include "hal_data.h”
= int main(void)

ST S o

5 geeeeizc | hal_entry ();
6 22Bea132 return @;

}

76 7T ir— 3 UETHE

251y LTBEETLET.,. A7 V5 — 302k, EK-RA6MA EDFR., &H. D LED A’k
WLTWBIXTTT,

TNy Tty arEFEILEL, R—FOERZFANEL TLEE0Y,
6.8 TSARYT TN r—2 3089 00—RICEB3H LWV TUS—S a3 DOEH
ROFIEIZHE-ST, €223V 6l THEBRLEHFLWLW T TUSyr—2 a3 0 EEEARET,

1. TeraTerm ZBAZE. USB LY 7ZILR— FEEBIRL(COMBEFREBEICKYVERY FF), [OK][ZH U v Y
l/ia—o

Tera Term: FLLER >
O TCR/P myhostexample.com
EARO)
22
Telnet
S5H S5H2
i UNSPEC

I@v'JTJL(E) F—k(R): CONMG: USB VUTIL T/ 1A (COn v I

Foeol ALFH)

77 COM ~h— FiER
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78 MA=a—h, TeraTermIZRRTENET,

Fleaze select from below menu options:

1 — Display image slot info
2.— Download and hoot the new image (XModem)
|

78 TeraTerm *=a1—

UART 1 V4 71 —REHERATHEHEEIF. YU TLE—IFILEERL. [R— - L— % 115200 I§
BTHIELITEBELTLIESL, USBA U2 7 —REFATHHEEE. COFIEEZRFYTLTLE
A

H—rP): COME v -
Ai—eL —MB),

T —=R(D): 8 hit v Fr T
FR A nore v

A (8): 1 bit v| L)
TO—H{EF:  none v

K79 UART A V4 Jx—RFEABOHR— - L— FETE

2. ATLaV1EBRTBHE, A A—DROY MEBARTENFET,

& &S0 &
=
oy

o fu|

E80 A4 A—>xOv MEHRERT

3. AT av2H%BIRL, T53ATNVA A=A HYo0—F2FALTEAVE VA A—CHES DO
- F‘Li'a—o

1 — Display image slot info
2 — Download and boot the new image <(XModem?
»2

Blank checking the secondary slot...

NS Secondary slot hlank

Start Hmodem transfer...

System will awntomatically reset after successful download...

X8l #FLar 2:EIR XModem BEHDIMA A —HHoO—FK
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Z T, TeraTerm Q[E5iX]|&BHEET,

T COMS - Tera Term VT
Ir{WF) | |EE) FE(ES IVRO-W0) DUFIW) ALTH)

LUV (N)... Alt+N
Ty aymERL) Alt+D
CygwiniE#E(G) Alt+G
o).

Kermit
FALIFEEE(Q.. YMODEM
07EE£(R)... ZMODEM
R-Plie

Woow v

82 Tera Term ExiXfFAtA
\app_secondary_usb\Debug\app_secondary_usb.bin.signed Z®#iR L. [FA<]Z2 Vv o LET,

¥ Tera Term: XMODEM:ETE
JrAILOERD: | || Debug V| @@ =&
E2E0) EFEE E8

ra 2022/10/24 17:09 I
ra_gen 2022/10/24 17:12 J74 s
src 2022/10/24 17:12 I74 )
I | app_secendary_usb.bin.signed I 2022/10/24 1712 SIGNEI
| app_secondary_ush.elf 2022/10/24 17112 ELF J7
| app_secendary_usb.elf.in 2022/10/24 17:12 IN e

K83 ZEEMEEHUE A A—T5EIR
FOH., EHUFNVAA—CHEFHoO—FL, LNV YICEETRAHTT,

Tera Term: XMODEM (S s

AL |bpp_secondaw_usb.bi|
O3l XMODEM (checksum)

IRty 572
EAERE 73216
BRI 001 (52 59KE/s)

- 55 0%

84 Xmodem [Tk BHFMA A—TFHoA—F

6.9 HR7IUS—arnEes
HFLWA A=Y O—Rahtz, SATLATEBNCEEHLET,

Rezsetting the system

Please select from bhelow menu options:

TR Display image slot info
g2 — Download and boot the new image (XModem?

85 #HIA A—TiER
FTLav1EBRTDE RVYTENFEAERYLATIRERARAL I ENTEET,
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= & & D
=
= £D

= &
=
(& D

86 HMA A —TEBBRAOYILATIL
TAVF VA A—UNBEEINTE, TNAYAITEFI U A—FSNE=P0RLETIAIVAA—DAT
BHhH, TNV T TERVNIEITERELTLLLEEL,
T, I —PHRESICEHETI>HEE. FILLWAA—DRFTF47) R0y FOREDA A —DLYHL
WA—=D 3 VICTERENHYET,
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7. HREICHATLIBER

DY arvTIE, BRETOLRAD 1HIZHRBALET . SEHKIL. ARELZEBENTIOFIEEZLEIC
IECTERELTLLEEL,

71 I73v2anTAvIREICEST—rO—FDRE

X217 T—bO—FlE. SXTLDRootof Trust REDT=H. 7TV T—2aVICkDERNLRES
NTWEREAHYET, M3BI2LDE,. T—FO—FIERYID 64KB DEEIZEBESNTLET, H3
IC&bE. RENMRELIOYIIE, TENCINO0~8TOv Y, ANV INT0~78 Ty o &Y
F7,

a1—#(&. ra_mcuboot_raém4_dualbank 7OL x4 FD[BSP]Z 7T, Tho®JOvy Z—HMIC
RETDLIICHRETHIENTEET, FOVIN—BHNICTRESATWSES., 923263 THHA
SNTWS MCUHEEEEZITIZET, JRAVIDREREZ) Y MBI ENTEET,

BSP | Clocks | Pins | Interrupts | Event Links | Stacks | Components
B 07— x e by
sM4
FOiF &
Security
OF50 register settings

OF51 register settings
v Block Protection Settings (BPS)

~ BPS0
Flash Block 0 [
Flash Block 1 [
Flash Block 2 [
Flash Block 3 [
Flash Block 4 [
Flash Block 5 =)
Flash Block & =)
Flash Block 7 =)
Flash Block & | =)
Flash Block @ O
Flash Block 10 O
Flach Rlrrlr 11 m

87 TRIN>Y T—hO—FMEE—FRE
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1@ Clucksl F'in5| Interrupt5| Event Link5| Stacksl Cumponentsl
B 07— x PSR U
M4

HjMﬂ =
N Security

OFS0 register settings

OF51 register settings
w Block Protection Settings (BPS)

BPSO
BPS1

v BPS2
Flash Block 70 (Dual Mode Only)
Flash Block 71 (Dual Maode Only)
Flash Block 72 (Dual Mode Only)
Flash Block 73 (Dual Mode Only)
Flash Block 74 (Dual Mode Only)
Flash Block 75 (Dual Maode Only)
Flash Block 76 (Dual Mode Only)
Flash Block 77 (Dual Maode Only)
Flash Block 78 (Dual Mode Only)
Flash Block 79 (Dual Maode Only)
Flash Block 80 (Dual Mode Only)
Flach Blark 81 iThal Made Cinhad

1.0 0)E & EEEEEE S

88 _LfAl/N2y T— bO—FMEE—FREE

a1—#(&. ra_mcuboot_raém4_dualbank 7O x4 FD[BSP]Z 7T, ThoDTA VY EKAIZE

EIDEIITHERETEFT,

NoDTAYINKAREESNTVSIEES, ChoDTAYIEMCUDEFEGERL TEERLUEE
EFAATEFEA, KAREZHRETHAEZETRITERELTLEEL, 7923063 THRAIATWLS

MCU MEEFETEH., ChoDTAVIEEETHIELEETEFEEA,

@ Clucksl Pir|5| Interrupt5| Event Link5| Stack5| Cumpunentsl

B 07— x PE S uEs

aM4
;_I F0/F4 &
] Security
OFS0 register settings
OF51 register settings
~ Block Protection Settings (BPS)
BPS0
BPS1
BPS2
~ Permanent Block Protection Settings (PBPS)
~ PBPSO
Flash Block 0 =
Flash Block 1 =
Flash Block 2 =2
Flash Block 3 [
Flash Block 4 [
Flash Block 5 [
Flash Block 6 =
Flash Block 7 =
Flash Block & =
Flash Block 9@ O
Flash Black 10 m

89 TRl T—hO—SEEKARE
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BSP | Clocks | Pins | Interrupts | Event Links | Stacks | Components
e @ A7 - 51—
M4

TForF4 &
Security
OFS0 register settings
OF51 register settings
~ Block Protection Settings (BPS)
BPSO
BPS1
BPS2
w Permanent Block Protection Settings (PBPS)
PBPSO
PEPS1
~ PEPS
Flash Bleck 70 (Dual Made Only)
Flash Block 71 (Dual Mode Only)
Flash Block 72 (Dual Mode Only)
Flash Black 73 (Dual Made Only)
Flash Block 74 (Dual Mode Only)
Flash Bleck 75 (Dual Made Only)
Flash Block 76 (Dual Maode Only)
Flash Block 77 (Dual Maode Only)
Flash Bleck 78 (Dual Made Only)
Flash Block 79 (Dual Mode Only)
Flash Block 80 (Dual Mode Only)

Flaele Alocle a (P el BA o do Ml

TOOINERNRENRMNKNE R

X 90 Lty T—roO—FEEKAGRE
MFENY VTN T—rO—FI2IE, TAVIDREFEMNCTSHTAVIRELNEENTLVELDT, 1
—HE, U —RFIZADIZTEENTEZET,
72 J—brO—SFELEBYOTT)r— 320D MCUADEE
A—HIE, Lt v arTER SN -.srec 727/ ZE 1 DI #EE L. BEERKICMCUIZEZAAT
B ENTEEY,

LUTD3DDA A—VFELEM.srec 774 IILEERLET,

1. TEINVYRAT—ra—4% : ra_mcuboot_ra6m4_dualbank.srec
2. LEEINVORIT—rB—4 : ra_mcuboot_raé6m4_dualbank_offset.srec
3. TRINVYRT7TUS—3y : app_primary_usb_signed_offset.srec

LUTDavwy Rk, EEE83 20D .srec 77L& 1L DIZ#EE Li=.srec 24T 5-OIFERATEZE
7,

srec_cat ra_mcuboot ra6m4 dualbank.srec ra_mcuboot ra6ém4 dualbank offset.srec
app_primary_usb_signed_offset.srec -o combined.srec

+4 23> 6.4 Ti#BELT ra_mcuboot_raém4 _dualbank offset NDEZAH#ERUAET. RFPE
f=1% J-Flash Lite Z{H L T. combined.srec # MCU [ZA 5 >Ba—KL%d,

TINAZADY) )—=RElE, 7TV r—23>o700 1) MIRESN A A—DF00—5%HLTT
TVr—avDBEHNTEET,
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8.

RO IT—hO—4SL7TYr—a30907)0700 9 OO ILEEST

8.1 AyO—KA A2 T7x—RELTUSBEFEATHES
USBA VAR JT—ATIE,. XO3I>2OFaT 9 FHARETY,

ra_mcuboot _raém4_dualbank
app_primary_usb
app_secondary_usb

1—HE. ROFIEIZHWVWLUTO I+ IILFIcHd Yo T)ILTAaScy FEETTEET,

\RA6_Secure_Bootloader_Dualbank\example projects_with_bootloader

©oNoO R~ WDNPRE

el el el
W N R O

14.
15.
16.

17.
18.
19.
20.

21.
22.
23.

IV O0DHEBIHST. N—FDxz 7Y b7y TILET,

Ak L=320702 ) hET—YRAR—=XIZA Vv R—FLET,

o< x4 b ra_mcuboot_raém4_dualbank A5 Configuration.xml 27 A ILEHEZFT,
[Generate Project Content]Z& 2 ) w9 LE T,

7a< x4 b ra_mcuboot_raém4 dualbank #a/8M)LLET,

702 x4 b app_primary_usb @ Configuration.xml 77 A JLEREET,

[Generate Project Content]# 2 J w2 LE Y,

app_primary_usb Za /A1 JLLET,

Z7O< x4 b app_secondary_usb ® Configuration.xml Z 7 A JLZBEET,

. [Generate Project Content] 2 ) w9 LET,

. app_secondary usb 7OV rEFaUNAILLET,
VDIV LT, FYTEREHEELET,

.U 326.4IZ% - T, ra_mcuboot_raém4_dualbank offset.srec % RFP F7=(% J-Flash Lite

ZESTMCUICEYO—FLET,

e2studio I®IE T, FOT Y kapp_primary usb W7 FY5r—2 3TNy S LET,
TNy Ty avE—BELELET,

[Z74ILDA—RAZa—FTL 3 0%&FEAL T, 0x20000 Fith(<
app_primary_usb.bin.signed #4590 —KLET, ChIZIEHEELANMYFET,
TO5SLNEFTEZBRALET, 32D LEDNITRTHEBIT D ENERTEET,

TNy Ty arERTL, EKRABMADERZANELE T,

COMAKR—BMUSB LU 7ILT/INA R)EFIRL T, TeraTerm ZEHT 5,

TeraTerm #fEAL T, €9 3> 6.8 DFIEICHEL, MCU A~
\app_secondary_usb\Debug\app_secondary_usb.bin.signed #Z{EL 9,
AoO— K%, BEMICORATLRY Y FEShET,

BFEHRDLEDDPRART A LN HERTEET,

AZa—HBH1ZAAL,. N=23 2 110D A—=UHRTS4T Ry MTRIADH)Z, 18A—D 3
V100D A=HEhoFYROY MLEBRINDY)ICERESNTWA I EZHELET,
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82 AHrO—FA2AT71—RELTUART 2EHT 3158
UARTA VB J1—ATIH, XD 32070 xH FHARETY,

e ra _mcuboot ra6m4_dualbank
e app_primary_uart
e app_secondary uart

1—HE, ROFIEIZHWLUTO I+ IILFIcHb Yo T)ILTAassy FEETTEET,

\RA6_Secure_Bootloader_Dualbank\example projects_with_bootloader.
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el ol el =
W N Rk O

14.
15.
16.

17.
18.
19.
20.

21.
22.
23.

O3V O0DETRICESDT, NW—FDxT7EHRELET,

ABRD 32N TAD Y hET—Y AR—=RITA VR—FLET,

0o x4 b ra_mcuboot_raém4_dualbank ® Configuration.xml 277 A JLZBHEET,
[Generate Project Content]%= 2 1) v o LE Y,

70> x4 b ra_mcuboot_raém4 dualbank a2/ JLLET,

702 x4 b app_primary_uart @ Configuration.xml 7 7 A JLERAEET,

[Generate Project Content]Z& 2 ) w9 LE T,

app_primary_uart 3 /\1J)LLET,

7O< x4 bk app_secondary_uart @ Configuration.xml 774 JLZF<,

. [Generate Project Content]&2 ') w2 LE9,

. app_secondary uvart 7AY Y rEa A ILLET,

. 2O 3Ve3ITHOT. FyTEKREHEELET,

.U 326412 > T, ra_mcuboot_ra6ém4_dualbank_offset.srec # RFP F1=I& J-Flash Lite

ZE->TMCUICHYB—FLET,

e2studio I|IET, FAT Y kapp_primary vart WoF7 FUr—avE TNV I LET,
TNV Ty avE—BELELET,
[Z7A40LOA—RAZa—FT> 30 &FEAL T, 0x20000 Fith(<

app_primary _uart.bin.signed 24 >vO0— KL%,

TO9SLDEFTEZBERLET, 32D LEDNITRTABIT D ENERTEET,

TRy Ty 3 U%ERT L, EKRAMADERZANELET,

COMAR— b #EEIRL T, TeraTerm ##2E L T. [[R— + L— F%[115200]IZREL FT,
TeraTerm ZfAL T, €92 3> 6.8 DFIEIZH L. MCUA
\app_secondary_uart\Debug\app_secondary _uart.bin.signed Z#%ELFEJ, hIZ(E 20
WEEMUZET,

Aoro—RE, BEMNICORTLANYEY hERFET,

FLEBRDLED DRIBZEHERL T ZEW,
AZa—HEB1ZANL. N—=23 2 110DAA—=URTS4) XAy M(TFRINDY)Z, N—D3
V100D A=A A )20y MEBNUO)ITERESN TSI L#HRELET,

9. ZEXM

1. Renesas RA Family MCU Securing Data at Rest using Security MPU Application Project (R11AN0416)
2. Using MCUboot with RA Family MCUs Application Project (R11AN0497)
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10. Dz THYA LEYR—F

RARA9 O bO—5T773IJOFM. VIO FFa Ao b0 A—F, $KR—FIDWT
L. LTFOURLESRL TS ZSW

EK-RA6M4 EREHIEHR renesas.com/ra/ek-ra6m4
RA SRS renesas.com/ra
Flexible Software Package (FSP) renesas.com/ra/fsp
RAYR—FIT+—3F LA renesas.com/ra/forum
Renesas H71R— k renesas.com/support
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