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Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of
these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or
other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home
electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.
Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space system;
undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims
any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is
inconsistent with any Renesas Electronics data sheet, user’s manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but not
limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products
are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury,
injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety
design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging
degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

"High Quality":

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.
“Renesas Electronics product(s)’ means any product developed or manufactured by or for Renesas Electronics.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and measurement
tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor devices must not be
touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.

2. Processing at power-on
The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins in
a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the level
at which resetting is specified.

3. Input of signal during power-off state
Do not input signals or an 1/O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal elements.
Follow the guideline for input signal during power-off state as described in your product documentation.

4. Handling of unused pins
Unconnected CMOS device inputs can be cause of malfunction. If an input pin is unconnected, it is possible that an internal input level may be generated
due to noise, etc., causing malfunction. CMOS devices behave differently than Bipolar or NMOS devices. Input levels of CMOS devices must be fixed
high or low by using pull-up or pull-down circuitry. Each unused pin should be connected to power supply or GND via a resistor if there is a possibility
that it will be an output pin. All handling related to unused pins must be judged separately for each device and according to related specifications
governing the device.

5. Voltage application waveform at input pin
Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi. (Max.)
and Vi (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the input level
is fixed, and also in the transition period when the input level passes through the area between Vi (Max.) and Vi1 (Min.).

6. Prohibition of access to reserved addresses
Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these
addresses as the correct operation of the LSl is not guaranteed.

7. Power ON/OFF sequence
In the case of a device that uses different power supplies for the internal operation and external interface, as a rule, switch on the external power supply
after switching on the internal power supply. When switching the power supply off, as a rule, switch off the external power supply and then the internal
power supply. Use of the reverse power on/off sequences may result in the application of an overvoltage to the internal elements of the device, causing
malfunction and degradation of internal elements due to the passage of an abnormal current. The correct power on/off sequence must be judged

separately for each device and according to related specifications governing the device.



Readers

Purpose

Organization

How to read this
manual

Conventions

How to Use This Manual

This manual is intended for users who wish to understand the functions of the
RH850/P1L-C and design application systems using the following RH850/P1L-
C microcontrollers:

This manual is intended to give users an understanding of the hardware
functions of the RH850/P1L-C shown in the Organization below.

This manual is divided into four parts: Hardware (this manual),

Flash Hardware interface (RH850/P1x-C Flash Memory User’'s Manual:
Hardware Interface), Architecture (RH850G3M User's Manual: Software) and
Security (RH850/P1L-C User's Manual: Hardware (Security)).

| Hardware | Flash Memory I/F |

Module Configuration
Address Map

Software | Security |

Pin functions
CPU function

Overview Basic Security

Processor Model Secure Watchdog Timer

On-chip peripheral Registers Register Reference ~ ICUSE
functions Flash Sequencer Exceptions and
Modes

Flash memory
programming

Interrupts
FACI Command

Security Functions

Memory Management

’ ) Instruction Reference
Protection Function
Reset

Appendix

It is assumed that the readers of this manual have general knowledge in the fields of
electrical engineering, logic circuits, and microcontrollers.

To understand the overall functions of the RH850/P1L-C.
— Read this manual according to the Contents.
To understand the details of programming of Flash

— See RH850/P1x-C Flash Memory User's Manual: Hardware Interface available
separately.

To understand the details of an instruction function

— See RH850G3M User's Manual: Software available separately.

To understand the details of a security function

— See RH850/P1L-C User’'s Manual: Hardware (Security) available separately.

Data significance: Higher digits on the left and lower digits on the right

Active low representation: xxxZ

Memory map address: Higher addresses on the top and lower addresses on the bottom
Note: Footnote for item marked with Note in the text

Caution: Information requiring particular attention

Remark: Supplementary information

Numeric representation:  Binary ... XXXx Or XXXXg

Decimal ... XxXxx

Hexadecimal ... XXxxy

Prefix indicating power of 2 (address space, memory capacity):
K (kilo): 210 = 1,024

M (mega): 220 = 1,0242

G (giga): 2%0 = 1,0248



Description of Registers

Each register description includes register access, register address, and register value after a reset, a
bit chart, illustrating the arrangement of bits, and a table of bits, describing the meaning of the bit
settings.

The standard format for bit charts and tables are described below.

Bit: 31 : 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
) cSIGn csiGn
— — CSIGNDLS[3:0] — — — — — "R — |onp
Value after reset 0 0 0 0 0+ 0 0 0 0 0 0 0 0 0 0 0
RW R R RW | RW RW |RW {RMW: R R R R R RW R RW
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Value afterreset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
RW R R R R R R R R R R R R R R R R

(4) ® ® O (8)

Taple 14.19 GSIGNnCFGO register contents (1/2)

Bit Position  Bit Name Function
23180 R S
29, 28 CSIGNnPS[1:0] Specifies parity.
CSIGn CSIGn
PS1 PSO Transmission Reception
0 0 No parity transmitted No parity is waited for.
0 1 Add parity bit fixed at 0 Parity bit is waited for but not
judged.
1 0 Add odd parity Odd parity bit is waited for.
1 1 Add even parity Even parity bit is waited for.
27 to 24 CSIGnDLS Specifies data length.
[3:0] 0: Data length is 16 bits
1: Data length is 1 bit
2: Data length is 2 bits
15: Data length is 15 bits
CAUTION
For a data length of less than 7 bits, do not set bits
CSIGnCFG0.CSIGNDLS[3:0] for a value 1 to 6 when the extended data length
function is disabled with bit CSIGNCTL1.CSIGnEDLE set to 0.
It is forbidden to transmit two consecutive data with a data length of less than 7
bits.
23t0 19 Reserved The write value should always be the value after reset.

\/\

(1) Access

The register can be accessed in the bit unit indicated here.

(2) Address

This is the register address.
For base address, see description of base address in each section.



(3) Value after a reset (in hexadecimal notation)

This is the value of all bits of the register after a reset. Values for bytes are given as numbers in the
range from 0 to 9 and letters from A to F or as X where they are undefined.

(4) Bit position

This is the bit number.
The bits are numbered from 31 to 0 for 32-bit registers, 15 to 0 for 16-bit registers, and 7 to O for 8-
bit registers.

(5) Bit name

Bit name or field name is indicated.

When clearly identifying the digits of a bit field is required, do so by using a form such as
CSIGNnDLS[3:0] above.

Indicate reserved bits by using a dash (—).

(6) Value after a reset (in binary notation)

This is the bit values after a reset.

0 : The value after a reset is 0.
1 : The value after aresetis 1.

— : The value after a reset is undefined.

(7) RIW
This is the bit attribute of all bits of the register.

R/W : The bit or field is readable and writable.

R : The bit or field is readable.
Note that all reserved bits are indicated as R.
When written, the value specified in the bit chart or the value after a reset should be written.
In case of writing to writable registers that also include non-reserved bits with the R-attribute, writing to
the R-attribute bits will be ignored unless otherwise specified.

% . This bit or field is writable.When read, the value is undefined. If a value is indicated in the bit chart,
the value is returned.

(8) Function

This is function of the bit.

All trademarks and registered trademarks are the property of their respective owners.
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RH850/P1L-C

Section 1 Overview

Section 1

Overview

RH850/P1L-C is a product series of Renesas Electronics’ single-chip microcomputer RH850 family.
This section describes the overview of RH850/P1L-C.

1.1 Outline

RHB850/P1L-C is a 32-bit single-chip microcomputer with RH850 CPUs, Code Flash, Data Flash,
RAM modules, DMA controllers, many communication interfaces that are used in the automotive
applications, A/D converters, timer units, etc. This chip is oriented to the automotive applications
which comply with functional safety standard (1S026262).

The main features are as below.

1)

O]

©)

(4)

®)

RH850 CPU

This chip equips RH850 G3M unit(s) as main CPU and has Lock-Step Dual Core feature for the
functional safety.

The architecture of these CPUs realizes the compact footprint of the programs by 2-byte basic
instructions and high-level language compiler oriented instruction sets. These CPUs have very
quick interrupt response time so that they can support hard real-time applications.

On-Chip Code Flash and Data Flash

This chip has high-speed Code Flash from which the CPU can fetch the instructions and the
constant data. Its capacity is up to 1IMB. This Code Flash can be reprogrammed in the situation
that the chip is mounted in the application systems.

This chip also has Data Flash with EEPROM emulation capability. Its capacity is up to 64KB.

Rich peripheral functionality

This chip equips not only common communication interfaces such as SPI but also automotive
oriented ones such as MCAN, RLIN, SENT. As internal peripheral modules, the chip has A/D
Converter, System Timer, Generic Timer Module, and dedicated Peripheral Interconnect module
which connects the functionalities of these peripherals.

Functional Safety support

This chip equips several dedicated functionalities including the Lock-Step Dual Core
configuration for the CPU, the memory protection with ECC, the bus protection with ECC, the
peripheral module protection, and voltage / clock monitors to support the functional safety
standard (1S026262) required in the automotive applications.

Security support

This chip supports various security features such as SWDT for the periodic check of secure
application, the protection scheme for debug and test functionality. This chip also has ICUSE to
support Secure Hardware Extension standard (SHE).
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1.2 Product List

Table 1.1 Product list and package

Product Name Product type Package Package Name Note
R7F701388 P1L-C (1M) LQFP144 R7F701388EAFP
R7F701389 P1L-C (1M) LQFP100 R7F701389EAFP
R7F701390 P1L-C (512K) LQFP100 R7F701390EAFP
R7F701391 P1L-C (512K) LQFP80 R7F701391EAFP

For better readability common Product, Short Names will be used in this manual.

Wherever a more detailed distinction of the device is required either the specific Product Name
(R7Fxxxx) or the nickname followed by further information in brackets (e.g. “P1L-C (512K)”) will be

used.
Product RH850/P1L-C
Product Short Name P1L-C (512K) P1L-C (1MB)
Package QFP80 QFP100 QFP144
LQFP80 LQFP100 LQFP144
Package Extension to Product EAFP
Name
Product name R7F701391 | R7F701390 ‘ R7F701389 | R7F701388

e “P1L-C” refers to all products covered in this document
o “P1L-C (512K)"refers to all P1L-C (512K) variants regardless of package (QFP80, QFP100).

o “P1L-C (QFP80)” refers to a subset of P1L-C (512K) devices. i.e. all “P1L-C (512K)” in the QFP
package with 80 pins.
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Table 1.2 Features in each product (1/2)
P1L-C (512K) P1L-C (1M)
Category Item Sub-item unit (QFP80) (QFP100) (QFP100) (QFP144)
CPU PE1 CPU Core — RH850 G3M RH850 G3M RH850 G3M RH850 G3M
Subsystem LSDC — Yes Yes Yes Yes
Clock Freq.  MHz 80, 120 80, 120 80, 120 80, 120
FPU — Yes Yes Yes Yes
MPU ch 16 16 16 16
INTC1 ch 32 32 32 32
Local RAM KB 64 64 100 100
INTC2 ch 224 224 224 224
DMA DMAC ch 8 8 8 8
DTS ch 128 128 128 128
Flash Memory Code Flash B 512K 512K 1M M
ERAM (Calibration RAM) KB 8 8 8 8
Data Flash KB 32 32 64 64
Security ICUSE — Yes Yes Yes Yes
BasicHardwareProtecton — Yes Yes Yes Yes
Secure WDT ch 1 1 1 1
A/D Converter Module instance 1 1 1 1
Analog input ch 8 12 12 20
Track & Hold ch 2 2 4 4
Voltage \ 33,5 33,5 33,5 33,5
Timers System Timer instance 1 1 1 1
WDT instance 1 1 1 1
PIC — Yes Yes Yes Yes
GTM ARU — 1 1 1 1
CMU instance 1 1 1 1
TBU instance 1 1 1 1
TIM instance 2 2 2 2
ATOM instance 2 2 2 2
DTM instance 2 2 2 2
MCS instance 1 1 1 1
ICM instance 1 1 1 1
CMP instance 1 1 1 1
MON instance 1 1 1 1
Communication MCAN ch 1 1 1 1
Interface M_TTCAN ch 1 1 1 1
SENT ch 2 2 3 4
RLIN ch 2 2 2 2
CSIH (SPI)  #ofch ch 3 3 3 3
#of CS pin 18 21 21 24
(8/6/4) (8/8/5) (8/8/5) (8/8/8)
Safety ECM — Yes Yes Yes Yes
Data CRC ch 2 2 2 2
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Table 1.2 Features in each product (2/2)
P1L-C (512K) P1L-C (1M)
Category Item unit (QFP80) (QFP100) (QFP100) (QFP144)
Internal Clock — Yes Yes Yes Yes
Monitors Core Voltage — Yes Yes Yes Yes
Temperature — Yes Yes Yes Yes
Debug Debug Control — JTAG, LPD JTAG, LPD JTAG, LPD JTAG, LPD
Branch Trace — Yes Yes Yes Yes
Data Trace — Yes Yes Yes Yes
Trace RAM KB 32 32 32 32
Power Supply Core — eVR eVR eVR eVR
1/0 \% 33,5 33,5 33,5 33,5
ADC \ 33,5 33,5 33,5 33,5
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1.3

Block Diagram

P1L-C (1M) 1chip Block Diagram
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RH850/P1L-C chip block diagram (P1L-C (1M))
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1.4 Features

(1/9)

Item Features

Pin and Port * Most of the digital pins have selectable functionalities from up to nine dedicated functions (up to four
Functions alternative functions with each In and Out and a special function) and a general purpose 1/O port.

o Selectable drivability for output pins
e Selectable pull-up/pull-down/off for input pins
e General purpose I/O port can be accessed per-pin basis by CPU without mutual exclusion

CPU Subsystem e CPU
— High performance 32-bit architecture for embedded controllers
— 32-bit internal data busses
— Thirty-two 32-bit general purpose registers
— RISC type instructions set

» Load/ Store instructions with long / short format
* Three operand instructions
* Based on C language

— Operating modes: User mode / Supervisor mode

— Address space: 4GB linear address space for data and instruction
e Floating Point Unit (FPU)

— Supports single-precision (32-bit) and double-precision (64-bit)

Supports IEEE754 compliant data types and exceptions

— Rounding modes: To nearest / Toward O / Toward +« / Toward -

— Handling of denormalized numbers: Truncation to zero / IEEE754 compliant exception
o Interrupt Handling

— 16 interrupt priority levels can be specified for each interrupt channel

— Two methods of interrupt handler address calculation

¢ Direct vector method
* Table reference method

— PUSHSP and POPSP instructions for fast context switch
e Protection Mechanisms
— Memory Protection Unit (MPU) protects memory regions against illegal accesses by software.

— Internal Peripheral Guard (IPG) protects registers of internal peripherals against illegal accesses by
software.

— PE Guard (PEG) protects Local RAM and internal peripheral registers against illegal accesses by
external bus masters.

e Local RAM

Operating Modes e Operating modes
— Normal Operating Mode
— Serial Flash Programming Mode
— Boundary SCAN Mode
e Mode Setting

— Set by the mode selecting pins: FLMDO, FLMD1, MODEO, MODE1
(FLMD1, MODEO, MODEL1 can be used as GPIO as well.)

— Latched at Power-On Reset or System Reset 1
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(2/9)

Item

Features

Interrupt Functions

Three types of interrupt

— FENMI: FE-level non maskable interrupt
— FEINT: FE-level maskable interrupt

— EIINT: El-level maskable interrupt

» 16 priority levels for each interrupt independently
» Maskable for each interrupt independently

Interrupt Controller
— Primary interrupt controller (INTC1)

» Direct handling up to 2 FE-level interrupts and up to 32 El-level interrupts
— Secondary interrupt controller (INTC2)

* Up to 224 interrupts notified to CPU via INTC1
* Interrupt factor of ICUSE

Direct
Memory
Access

Two types of DMA engine: DMAC and DTS
— DMAC

» Transfer information is stored in the DMAC control registers.
« Up to 8 channels (1 register set for each channel)
* Up to 128 DMA trigger source

- DTS

» Transfer information is stored in the dedicated SRAM (DTSRAM).
* Up to 128 channels can be active at the same time.
* Upto 128 DTS requests

Address space: 4GB

Transfer mode: Single transfer, Block transfer 1, Block transfer 2
Transfer data size: 1/2/4/8/16 bytes

Interrupt: Transfer Completion Interrupt, Transfer Count Match Interrupt
Reload function support

Chain function support

DMA/DTS trigger of ICUSE

Write protection for some DMA registers during secure boot

Power Supply

Embedded Voltage Regulator (eVR)
Internal POC (Power On Clear) for safe startup
Core Voltage Monitor (CVM) for the internal supply voltage (VDD) monitoring

Reset Controller

6 reset functions

— Power-On Reset

— System Reset 1

— System Reset 2

— Application Reset 1

— Limited Reset

— Debug Reset

External output pin: RESETOUTZ

Automatic RAM initialization after some reset
Automatic HW BIST execution after some reset

Clock Controller

On-chip crystal resonant circuit (Main OSC)

On-chip internal oscillator which is used as a Backup clock during the clock start up and used for safety

purpose
On-chip PLL to generate the high speed internal clocks from Main OSC
Clock frequency
— Main OSC: 16/20/24MHz
— Internal oscillator: 16MHz
— Internal clocks generated by the PLL: up to 1220MHz
Two software configurable external clock outputs
Software configurable clock dividers to enable flexible clock gear function
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(3/9)
Item Features
Power Down HALT mode support in Main CPU (PE1)
Modes

Module Standby mode support in some peripheral module

Clocked Serial

Three-wire serial synchronous data transfer well known as SPI

Interface H Full duplex operation (simultaneous transfer and receive), receive only mode, or transmit only mode
Master mode and slave mode selectable
Phase of clock and data selectable for each chip select
Data transfer with MSB or LSB first selectable for each chip select
Transfer data length selectable from 2 to 16 bits in 1-bit units for each chip select
EDL (Extended Data Length) function for transferring data with more than 16 bits
Maximum transmission speed
— in master mode: up to 20Mbit/s
— in slave mode: up to 13.3Mbit/s
Bit rate selectable by BRG output (at Master mode) or by slave clock
Transmit mode, Receive mode and Transmit/Receive mode selectable
Buffer size is 128 words (1 word is data 32 bits + ECC 7 bits)
Memory mode selectable (FIFO, dual buffer, Tx-only buffer, direct access)
Built-in handshake function
Error detection (data consistency check, parity, time-out, overrun)
JOB enable control bit for AUTOSAR
RCB (Recessive Configuration for Broadcasting) bit for Broadcasting
LBM (Loop Back Mode) function for self test
Four different interrupt request signals (INTCSIHNTIC, INTCSIHNTIR, INTCSIHNTIRE, INTCSIHNTIJC)
IDLE State Control function
Silent mode communication for extended idle time
Automatically generation of chip select output signal with configurable active level
Data transfer without activated chip select
Transmission speed for each chip select is selectable out of four predefined baud rates (in master mode) or
by clock input signal from master (in slave mode)
Full DMA support for all CSIH registers
RLIN Compliant with LIN protocol spec versions 1.3, 2.0, 2.1, 2.2 and SAE J2602
Three operating modes
— LIN Master
— LIN Slave
— UART (half-duplex, full-duplex)
LIN Self-test mode with internal data loop back
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(4/9)

Item

Features

MCAN

Conforming to the ISO 11898-1

Data transfer rate is up to 1Mbps, individually for each CAN channel. For CAN FD, up to 8Mbps
Selectable ID type

— 11-bit Standard ID

— 11-bit Standard ID + 18-bit Extended ID

Message Buffer

— Up to 64 dedicated Receive Buffers

— Up to 32 dedicated Transmit Buffers
Supports all AUTOSAR requirements

— Transmit Abort Interrupt

— Non-waiting processing functionality

— Including more than 2 TX Buffers prioritization
Supports several measures for self-testing:external and internal loop back
Improved RX System

— Scalable RX FIFO structures, with up to 64 CAN Buffers per FIFO

— RX timestamp

— RX FIFO Timeout Interrupt

— FIFO filling level Interrupt
Improved TX System

— FIFO filling level supervision (interrupt)

— Support for transmit cancellation to avoid “inner priority inversion”

— Combined Message Buffer & TX FIFO and TX Queue Concept

— Dedicated TX message buffers for high-priority messages

— |D prioritization between TX buffers, TX Queue buffers and oldest TX FIFO element
— Transmit pause to separate two consecutive TX messages

e FIFOs

— Two configurable Receive FIFOs
— Configurable Transmit FIFO

— Configurable Transmit Queue

— Configurable Transmit Event FIFO
Enhanced reception filtering

— Support of 11bit and 29bit CAN identifier, each filter element is configurable for acceptance/rejection

— Programmable 29 bit CAN identifier acceptance filter mask for each entry
— Each acceptance filter element targets FIFO 0 or 1 or a dedicated RX Buffer

— Every FIFO or RX Buffer filter element can be used as a from-to range filter, as a filter for one or two

dedicated IDs or as a classic bit mask filter
— Each filter element can be enabled/disabled individually

e Supports TT_CAN level 2 according to 1ISO11898-4
e Supports Pretended Networking of AUTOSAR
e Supports Time Stamp function
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(5/9)
Item Features
SENT e Support of SENT standard protocol
— SAE J2716 JAN2010

e Supported features:
— SENT master function (= sensor data reception)
— Decoding the sensor data
— CRC for received data
— Falling-edge detection and timing measurement capabilities to receive the encoded signal
— Triple speed SENT
— Clock period rates in range of 1us to 90us
— Variable data transfer rates in range of

* 24.51to 65.8kbps (based on 6 nibble data at 3us clock rate)
e 73.510 197.4kbps (based on 6 nibble data at 1us clock rate)

— Unidirectional communication between sensor and MCU by standard
— Bidirectional communication between sensor and MCU supported by SPC enhancement of the standard

— Single edge data transmission, coded by the temporal distance of two consecutive detected falling edges
on the data line

— Transmission of frames with up to 6 data nibbles and additional status/communication nibble
— CRC protected data transmission

— CRC data is readable by SW

— Calibration phase at each data frame

— Multi-slave bus topology

— One optional pause pulse

e Each SENT macro consists of one SENT channel. If more than one SENT channel is required several SENT
macros can be implemented. See Table 18.2 for the number of implemented SENT channels.

e Each time stamp counter of the macros can run independently, or in order to synchronize the timestamp
across multiple channels, one instance can be set as master and reset the configured consecutive time
stamp counters. Depending on the total number of instances, more than one master-slave(s) pairs can be
configured.

e Each SENT macro supports below requirements in addition to SAE J2716 specification of JAN2010:
— R1: 32-Bit-Register for serial sensor data (24Bit+CRC6+READ-BiIt)
— R2: Includes comparator for sensor data evaluation
— R3: CRC check of received sensor data implemented but CRC code transparent
— R4: 32-Bit counter for time stamp (resolution: 1us)
— R5: clock ticks down to 1us
— R6: SPC (Short PWM Code) extension

« Enables bidirectional communication channel
* Master can pull down the signal to initiate SENT message transmission.

Watchdog Timer e One channel for one CPU
o Fixed activation code and variable activation code (VAC) selectable
e Two counter start modes available
— Automatic (default) start mode
— Software trigger start mode
e Generate an error signal to ECM on error detection
e Interrupt request generation at 75% of the counter overflow value
e Window function for refresh

System Timer e One 64-bit counter, which can be used as a long period timestamp
e Three 32-bit counters
e Four compare registers for each counter

Generic Timer GTM is a modular timer unit used to support chassis control applications by unloading the CPU from a high
Module interrupt load. Most of the task of GTM can run independently from the CPU.
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(619)

Item Features

Peripheral Peripheral interconnect (PIC) connects some peripherals with each other in order to achieve enhanced
Interconnect functionality of a stand-alone function.

ADCEF trigger select function
Signal routing function for:
— ADCEF conversion interrupt routed to GTM input

GTM output monitor for PWM diagnostic

Hi-Z control function over external pin for GTM output
Baud rate measurement for an UART (RLIN3)

A/D Converter .

A/D conversion based on successive approximation (SAR-ADC) method
12-bit resolution

Minimum conversion time: 1 us.

Virtual channel concept

Scan groups support

Two scan modes: Multi-cycle scan mode and Continuous scan mode
Asynchronous / synchronous suspend and resume function
Interrupts and DMA transfers are supported.

A/D converted value adding function

Analog conversion voltage range can be set.

Abundant safety functions are provided.

Track & Hold (T&H) channels are available.

Functional Safety .

Development compliant with 1ISO26262 functional safety standard.

Major safety mechanisms

— Error Correction Code (ECC) and Error Detection Code (EDC)

— Lockstep function of Redundant Data Processing Units (CPU, DMA) with compare units

— Memory Protection Unit (MPU) and Slave Guards for Processor Element (PEG), Internal Peripheral
Modules (IPG) and Peripheral Bus (PBG)

— Field BIST at start-up test

— Error Control Module (ECM), for signaling error pin at failure detection by safety mechanisms
— Core Voltage Monitor (CVM)

— Clock Monitor (CLMA)

— Watch Dog Timer (WDTA)

— Data CRC (DCRB)

— Triple Modular Redundant (TMR) registers, for application independent parts to ensure robustness
against transient faults caused by Single Event Effects (SEE)

— Safety Oriented Chip Layout

Error Control Error Control Module (ECM) generates error signal to outside MCU, interrupts, and reset requests by the error
Module input signals from various error sources and monitor logics.

Interrupt request generation as against each error cause

Internal Reset (System Reset 2) request generation as against each error cause

Error signal generation as against error cause, which is connected to a dedicated digital output terminal
Current error status is confirmable.

Self-diagnosis function is implemented.

Time-out function of interrupt processing

ERROROUTZ release timer

Wait time is configurable by SW. After the configured time is passed, ERROROUTZ can be set to high by
SW.

Hi-Z control of GTM timer output terminals with PIC

When ECM catches the safety-related error, GTM timer output terminals will be Hi-Z by Low level of ECM
output.
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Item

Features

Data CRC Function

e Supports the following four CRC generator polynomials in compliance with the AUTOSAR standard

— 32-bit Ethernet CRC

16-bit CCITT CRC

8-bit SAE J1850 CRC

8-bit 0x2F polynomial CRC

Core Voltage
Monitor

CVM monitors over and under voltage of the core voltage.
Violating the operating range of the core voltage is informed by:
— Single output pin (CVMOUTZ).
— Core voltage over and under-voltage flags
— CVM Reset

With the exception of diagnostic function, the CVM function is independent from internal or external RESET,
except for Power-On Reset.

Diagnostic function:

— CVM function is testable.

— Over and under-voltage error can be generated without influencing core voltage itself.
— CVM error test is done by changing reference voltage.

— For diagnostic the signal path to the CVMOUTZ pin can be masked.

— CVMOUTZ pin provides read back function to check pin level.

Clock Monitor

Four clock monitors depending on the device configuration.

Detects clock disturbance that results in lower or higher frequency than target frequency, and sends an error
notification to the ECM

Supports self-diagnosis function

Temperature
Sensor

Out of range detection of temperature for security
Operating modes

— Single measurement mode

— Continuous measurement mode

Interrupt generation

— Temperature Measurement End Interrupt (OTI)

— Temperature Rise/Drop Interrupt (OTULI)

— Temperature Alarm Error (OTABE) (This is routed to ECM)
— Temperature Sensor Error (OTE)
Self-diagnosis function support

On-Chip Debug

Debug control interface: NEXUS (JTAG) and Low-Pin-count Debug interface
Trigger/Event conditions configurable for hardware break function, tracing and timing measurement
Support of timing and performance measurement functions
High-level security protection feature
— Separate authentication mechanisms for non-secure resources and secure resources
— Flash contents protection in debug mode
ERAM for Code Flash calibration
— Program trace function and data access trace function with trace RAM
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(8/9)

Item Features
FLASH Memory e Code Flash
— Capacity: up to 1IMB
Program unit: 256 bytes, Erase unit: 8KB or 32KB (depending on the block)
Per-block OTP (One Time Programmable) support

Per-block Write Protection support

Security features

» Password protection in the debug mode

e Data Flash
— Capacity: up to 64KB (Include 2KB of ICUSE region*1)
— Program unit: 4 bytes, Erase unit: 64 bytes

e ECC support for error detection and correction

e Programming method
— Serial programming mode from an external flash writer
— Self programming mode from the internal CPU

e BGO (BackGround Operation) support
— Code Flash read is possible during Data Flash P/E

— While the flash memory is erased / programmed / read in the bank, a flash memory in another bank, can
be erased / programmed / read.

e Extra areas to store the system configuration parameters
Note 1.  If ICUSE is turned off, all the data flash area can be used as “User Area”

RAM Modules e Main CPU (PE1)
— Local RAM (LRAM)
e FCURAM
e Peripheral modules
- DTS RAM
— CSIH RAM
— MCAN RAM
- GTM RAM
e Debug functions
— Emulation RAM (ERAM)
— Trace RAM (TRCRAM)
e Error detection and correction for functional safety

e Automatic RAM initialization after reset for LRAM and peripheral RAMs
(exceptions: the head 1KB of LRAM in PE1, FCU RAM, ERAM and TRCRAM)

Boundary Scan e Conforming to the IEEE 1149.1
e Support instructions: BYPASS, EXTEST, SAMPLE/PELOAD, IDCODE

Basic Security e Flash protection
e Mode entry protection
o Debugger authentication
e Device degradation controlled by Flash configuration options
e Secure watchdog timer
o RAM initialization after reset
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Item Features
ICUSE e Basic functions relating to the in-vehicle security defined on SHE (Secure Hardware Extension) standard are
provided

o AES accelerator based on AES (Advanced Encryption Standard: FIPS PUB 197)
— Encryption/decryption in ECB (Electronic Code Book) mode
— Encryption/decryption in CBC (Cipher Block Chaining) mode
— Generation of C